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INTRODUCTION

!e Government and UIDAI vigorously promote the UID 
scheme. !ey claim various bene"ts, like reduction in corruption, 
euphemistically termed – “Leakages”, in government’s welfare 
measures. !ese claims are made based on conjecture, whim, feelings, 
and perhaps, some hope. A huge scheme, with immeasurable 
impact, almost certainly, adverse, has been launched with absolutely 
no study or thought. Government authorities have bought the rosy 
picture that a former private sector IT honcho painted. Such use 
of IT and more especially, biometrics has never been attempted on 
this scale. !ere is very large body of evidence of the impracticality 
of such use of IT and biometrics. !e audacity with which those in 
charge have plunged into the UID scheme de"es logic. 

!e media, in particular, have been silent, and on many an 
occasion even supportive of the scheme. Intriguingly, most news 
about the scheme "nds place in business pages of print media. !ere 
is a dreadful combination of ignorance, sycophancy and greed in 
promoting a scheme, which while spending public money, provides 
business opportunities for pro"table exploitation. 

!e public are largely ignorant and mostly unconcerned. 
Many believe that since, Government is promoting the scheme, it 
could have some use. Some are apprehensive about losing out on 
government largesse and rush to enrol in the scheme. Government, 
UIDAI and media encourage such herd behaviour through leaks 
which suggest that one or the other of welfare subsidies would be 
“linked” to UID. !is they do, while projecting UID as voluntary. 
!e deceit has so far been successful. 
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A few, who have studied UID and similar schemes, realised 
that this is a sinister ploy of Government. We are among those who 
have understood that the gathering of people’s data, in the manner 
in which it is done through private foreign and Indian "rms poses 
dangers to the Nation and all of us. We questioned UIDAI and 
governments and failed to receive satisfactory answers. We have 
addressed or elected representatives, in Parliament and in the States. 
Our approach to Parliament was singularly successful. A Parliament 
Standing Committee to which, the National Identi"cation Authority 
of India, Bill 2010 was referred trashed the Bill as well as the UID 
scheme. 

We believe that the truth about UID be told to the people 
of India. !is Monograph is the result of our commitment to this 
cause. In the Monograph, we present various perspectives of those 
who have examined UID, through articles they wrote for us. We 
included in the Monograph a few RTI queries and UIDAI’s replies, 
to show the scheme up, for what it truly is. We have included 
material garnered from the Internet to call attention to the need to 
halt the scheme, investigate the inferences that could be drawn from 
the information and take an informed decision on the UID scheme. 

I have compiled this Monograph with help from the 
contributing authors and others.

!ursday, 22 November 2012 Mathew !omas 

(Mathew !omas is a former Defence Scientist. He is now a civic activist)
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THE DATABASE STATE

(Mathew Thomas)

Intolerance of criticism, or politicians’ fear of loss of o#ce, 
result in their need to control people. !ey imagine, with some 
justi"cation, that IT would enable them to do so. With advances 
in technologies, such as, biometrics, they like to, and are led to 
believe that it is possible to control people using these technology 
tools. !us, a popular misconception is that "ngerprints and other 
biometrics would uniquely identify a person. !is is far from true. 
‘!e Economist’ of 1 Oct 2010, said, “THANKS to gangster 
movies, cop shows and spy thrillers, people have come to think of 
"ngerprints and other biometric means of identifying evildoers as 
being completely foolproof. In reality, they are not and never have 
been, and few engineers who design such screening tools have ever 
claimed them to be so. Yet the myth has persisted among the public 
at large and o#cialdom in particular. In the process, it has led—
especially since the terrorist attacks of September 11th 2001—to 
a great deal of public money being squandered and, worse, to the 
fostering of a sense of security that is largely misplaced.” 

It is di#cult to manipulate people. Numbers are easily 
manipulated. IT facilitates number crunching. Hence, the logic of 
systems intended to manipulate people, so that they adhere to certain 
behaviors acceptable to rulers (politicians, bureaucrats and some 
business persons), is to attach numbers to people. In the ancient 
world, the Romans and others branded slaves. Attaching numbers 
to people, digitizing their data, and storing these in databases is the 
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modern IT way of branding people, so that those who “misbehave” 
could be tracked and tackled. 

Such attempts are packaged as meant for other purposes. For 
example, Bush in USA passed the ‘Real ID Act, 2005’ to incorporate 
biometrics in driving licenses. Blair brought the ‘National ID Card 
Act’ also in 2005. !ese were promoted as ways to control illegal 
immigration. Bush’s Act has been given a quiet burial and Blair’s 
scrapped. In scrapping the Blair Act, Home Secretary, !eresa May, 
called it, “!e worst of government, intrusive bullying, and an assault 
on personal liberties.” She added, “We propose to do government 
business as servants of the people, not their masters”. Our politicians 
seem to think that they are rulers. !ey have come out with the 
Indian version of their people-manipulation tool. It is called “UID”, 
Unique Identi"cation. Shedding crocodile tears, they say that it is 
for giving an ID to those who do not have an ID. !e deceit is 
immediately exposed, in the UID enrolment form itself. !e Form 
accepts 14 other identities, like, ration cards, driving licenses, PAN 
cards etc. Is it not silly that no one calls this blu$? UIDAI claims 
that the ID they provide is, “a unique identi"cation number that can 
be veri"ed and authenticated in an online, cost-e$ective manner, 
which is robust enough to eliminate duplicate and fake identities.” 

UID – the ultimate ID theft

Giving IDs or taking them? 

UIDAI is not providing anyone, let alone those who do not 
have it, an identity, but they are giving everyone of us a “UNIQUE 
IDENTIFICATION NUMBER”. Instead of giving us IDs, they 
are taking our existing IDs, -passports, driving licenses, PAN cards, 
ration cards, etc - linking these to a number and giving each of us a 
NUMBER. We, the people, cannot identify ourselves or prove our 
ID to anyone. To prove one’s ID, the database has to be queried. !e 
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database is controlled by UIDAI and their foreign contractors carry 
out the authentication of the ID. Hence, UIDAI and the foreign 
contractors control our ID. !is is why Prof Ian Angell, head of 
Informatics at the London School of Economics, called such central 
databases under government control, “!e Ultimate Identity !eft”, 
in an article to ‘Times Online’. So, everyone is numbered, like the 
branding of Roman slaves. !is subterfuge is lost on almost all 
people. Most people labor under the misconception that they would 
have a “portable ID”, which they could use to prove who they are - a 
convenient personal asset. Every ID we have, be it a driving license, a 
PAN card, a passport etc are all “Portable”. Anywhere in India, these 
are accepted as proof of our ID. Our passports are accepted across 
the world. UIDAI's claim that ration cards are portable IDs and that 
those holding these UID number linked ration cards could draw 
their rations anywhere is a lie. Even cash transfers, instead of rations, 
would not be possible when the ration card holder moves from one 
ration shop and state to which he / she is attached to another location. 
To repeat what was said above, for clarity and emphasis, people are 
not given an ID, but a number. !e number is in a database. To 
establish one’s ID, the database has to be queried. Who controls the 
database? Obviously, it is not you. It is the Government, meaning 
some politician, bureaucrat or company o#cial who manages the 
database. In this case, the ultimate control rests with the foreign 
private company contractor of UIDAI who provides the biometric 
technology and authenticates IDs using it. 

A brand name for branding people

!e second deceit in the UID scheme is its promotion as a 
tool that would prevent welfare subsidy leakages, enable access to 
government services and make service delivery e#cient. To promote 
this falsehood, UIDAI has given the UID scheme a brand name, 
“Aadhaar”. !e brand name is deliberately not used even once in this 
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article. Would it not be stupid of people to promote the brand name 
of an evil scheme intended to manipulate them? It is mentioned here 
to bring out the extent of deception being perpetrated on innocent 
people. Again, most people are taken in by such gimmicks. 

!e database of all people, residing in India, with a unique 
number allocated to each person, is to be linked to their bank 
accounts, tax numbers, LPG consumer numbers, ration cards, 
insurance, health records, pension records and so forth. !is is 
database state control at its worst. It reminds one of the ID cards 
for Indian indentured labor in apartheid South Africa and the list of 
Jews in Hitler’s Germany. 

!e deceitful way in which UID is promoted is diabolical. 
UIDAI claims that it is voluntary. Simultaneously, UIDAI says, 
“Service-providers could ask for it”. Next, news is put out regularly 
in media, stating that UID is being “linked” to LPG, MGNREGS, 
KYC of banks, and so on. !e gullible and the timid, not wanting to 
be left out of government’s largesse rush to enroll in UID. 

Finding allies for tall claims

Tall claims of huge savings in subsidy leakages are made 
through the media. Initially, UIDAI made these claims. Now they 
have allies doing it for them. NIPFP in a recent “Research study” 
claimed savings of Rs. 1.10 Lakh Crores in subsidy leakages by 
2018. A safe bet indeed. Who would remember this, 6 years from 
now? It is astounding how a hitherto reputed organisation has fallen 
for this ploy and sought to justify it with some arithmetic. !e so 
called research is based on government data and UIDAI’s claims. 
!e NIPFP research avoids mentioning how UID would be applied 
in the "eld to any of these schemes. News had been leaked that 
“Proof of Concept” (PoC) studies for LPG, BPL rations etc were 
being done. On the LPG PoC, RTI queries receive responses stating 
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that the studies are incomplete, but some news reports hint that 
the studies are successful. UID is perhaps, the only project in the 
world in which PoC studies are undertaken well after the project is 
underway. 

Transparency – UIDAI style

While UIDAI claims to be transparent and media extols the 
virtue, RTI replies prove attempts to hide information. To illustrate, 
in Appendix 1 to this Monograph, are RTI applications seeking 
copies of UIDAI’s contracts with foreign companies and their 
replies. UIDAI has refused to provide copies of the contracts. In 
a "rst reply, UIDAI said that they have signed “Non-disclosure 
agreements” with the contractors. In another reply, UIDAI cited 
Section 8 (1) (d) of the RTI Act, which says that information such as 
trade secrets, or intellectual property, which would compromise the 
competitive position of third parties need not be disclosed, unless 
it is in public interest to do so. It was pointed out that since, the 
contracts have already been awarded, and the competitive position 
of the contractor companies would not be compromised. Further, 
the proviso to the exception under Section 8 (1) (d) of the RTI Act, 
states that information that cannot be denied to Parliament or a 
state legislature cannot be denied to the public. In spite of quoting 
the above proviso in the appeal against refusal, the UIDAI appellate 
authority has upheld the PIO’s refusal to furnish the information. 
!e RTI applicant has appealed to the CIC. !e First appeal also 
stated that since the expenditure for the contract payments are from 
the public exchequer, the public are entitled to know the terms of 
the contract. !is too did not impress UIDAI’s appellate authority. 

What has UIDAI got to hide in these contracts? Everything. 
!ese contracts would reveal all. !is leads to the question posed 
on the front cover. Very, very few people know or realize that to be 
identi"ed as an Indian, a foreign, private company would have to 
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verify and certify that the biometric images stored in their database 
matches that of the person being identi"ed. Could anything be 
more insulting to us?

!e danger to our Nation’s security posed by such database 
control in the hands of foreign private companies is the subject of 
another article in the monograph.
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DO WE NEED THE AADHAR SCHEME?

Business  Standard  /  Feb  01,  2012,  00:09  IST

Sunil Abraham 
Head, Centre for Internet and Society 

 
Article  URL  (http://www.business-standard.com/india/news/do-we-needaadhar-scheme/463324/)

“Decentralisation and privacy are preconditions for 
security.%digital signatures%don’t require centralised storage 
and are much more resilient in terms of security”

We don’t need Aadhar because we already have a much more 
robust identity management and authentication system based on 
digital signatures that has a proven track record of working at a 
“billions-of-users” scale on the internet with reasonable security. 
!e Unique Identi"cation (UID) project based on the so-called 
“infallibility of biometrics” is deeply &awed in design. !ese design 
disasters waiting to happen cannot be permanently thwarted by 
band-aid policies.

Biometrics are poor authentication factors because once they 
are compromised they cannot be re-secured unlike digital signatures. 
Additionally, an individual’s biometrics can be harvested remotely 
without his or her conscious cooperation. !e iris can be captured 
remotely without a person’s knowledge using a high-res digital 
camera.

Biometrics are poor identi"cation factors in a country where 
the registrars have commercial motivation to create ghost identities. 
For example, bank managers trying to achieve targets for deposits 
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by opening benami accounts. Biometrics for these ghost identities 
can be imported from other countries or generated endlessly using 
image processing software. !e de-duplication engine at the Unique 
Identi"cation Authority of India (UIDAI) will be fooled into 
thinking that these are unique residents.

An authentication system does not require a centralised database 
of authentication factors and transaction details. !is is like arguing 
that the global system of e-commerce needs a centralised database 
of passwords and logs or, to use an example from the real world, to 
secure New Delhi, all citizens must deposit duplicate keys to their 
private property with the police.

Decentralisation and privacy are preconditions for security. 
!e “end-to-end principle” used to design internet security is also 
in compliance with Gandhian principles of Panchayat Raj. Digital 
signatures don’t require centralised storage of private keys and are, 
therefore, much more resilient in terms of security.

Biometrics as authentication factors require the government to 
store biometrics of all citizens but citizens are not allowed to store 
biometrics of politicians and bureaucrats. !e state authenticates 
the citizen but the citizen cannot conversely authenticate the state. 
Digital signatures as an authentication factor, on the other hand, 
does not require this asymmetry since citizens can store public 
keys of state actors and authenticate them. !e equitable power 
relationship thus established allows both parties to store a legally 
non-repudiable audit trail for critical transactions like delivery of 
welfare services. Biometrics exacerbates the exiting power asymmetry 
between citizens and state unlike digital signatures, which is peer 
authentication technology.

Privacy protections should be inversely proportional to power. 
!e transparency demanded of politicians, bureaucrats and large 
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corporations cannot be made mandatory for ordinary citizens. 
Surveillance must be directed at big-ticket corruption, at the top 
of the pyramid and not retail fraud at the bottom. Even for retail 
fraud, the power asymmetry will result in corruption innovating to 
circumvent technical safeguards. Government o#cials should be 
required by law to digitally sign the movement of resources each step 
of the way till it reaches a citizen. Open data initiatives should make 
such records available for public scrutiny. With support from civil 
society and the media, citizens will themselves address retail fraud. 
To solve corruption, the state should become more transparent to 
the citizen and not vice versa.

UIDAI’s latest 23-page biometrics report is supposed to dispel 
the home ministry’s security anxieties. It says “biometric data is 
collected by software provided by the UIDAI, which immediately 
encrypts and applies a digital signature.” Surely, what works for 
UIDAI, that is digital signatures, should work for citizens too. !e 
report does not cover even the most basic attack — for example, the 
registrar could pretend that UIDAI software is faulty and harvest 
biometrics again using a parallel set-up. If biometrics are infallible, 
as the report proclaims, then sections in the draft UID Bill that 
criminalise attempts to defraud the system should be deleted.

!e compromise between UIDAI and the home ministry 
appears to be a turf battle for states where security concerns trump 
developmental aspirations. !is compromise does nothing to 
address the issues raised by the Parliamentary Standing Committee 
on Finance, headed by the Bharatiya Janata Party’s Yashwant Sinha.
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UID A BUNDLE OF SELF 
CONTRADICTIONS MYTHS, 

MISCONCEPTIONS AND MIRAGES

(By Somasekhar, V. K)

It all started as a Unique Identity for “Residents” of this country 
in 2009 and later its metamorphosis into a huge scandal in the name 
of `Aam admi’. 

Initially we only had doubts that had to be clari"ed but later 
when delicate queries were hedged is when we all got suspicious and 
started following the trail. 

!e entire “Scheme” (Pun intended) is full of contradictions, 
hidden facts, hedging, disinformation, impracticality, arbitrariness, 
and what’s more, fraught with threat to national security. In the 
beginning we were wary of making such a charge or allegation and 
therefore worded our statements suitably. But when we saw the 
reply to RTI queries that were rather irresponsible and blatant, we 
were convinced that something is "shy and that the Government 
and UIDAI were hiding important information from Citizens. 
We then started to ask more questions and each time we got a 
di$erent response for the same question! We became more curious 
and our research reveals that the Government and the UIDAI have 
deliberately misled the people of this country. 

We started to probe and also simultaneously engage in 
networking with all those who felt that the Government should 
come upfront and explain. We got tremendous support and that 
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too from various quarters that included almost all independent civil 
society members of the NAC (National Advisory Council) chaired 
by Smt Sonia Gandhi.

!e issues are several and that too of serious implications 
involving the security of the Nation when data is being shared with 
a foreign Country that too doing the same business with Pakistan! 
(NADRA) Breach of individual privacy, Siphoning of huge amount 
of money from the Public exchequer (Our taxes) for something we are 
not quite sure or results not proven. On the contrary the experience 
in UK and Australia after pushing it through has been to withdraw 
and the damage is huge. So can’t we learn from others mistakes? We 
rely purely on statistics, ground realities and experience to counter all 
the claims. We have absolutely no hesitation to correct our opinion 
provided they are convincing and furnished to us straightforward 
not vaguely as `We should always consider the Positives’ rather than 
harp on only the negative”. !en it becomes a debate.

When we started to approach the authorities we got vague 
evasive responses sometimes dilatory and also irresponsible. 

We went public and held several workshops, symposiums, 
seminars and also demonstrations that included faking of ID’s by 
people that too infront of none other than Sri M N Vidyashankar-
!e Principal Secretary to Government of Karnataka who played a 
key role in this enterprise. !is was in an open house where some 
distinguished guests were also invited. He ducked for cover and 
promised many things only to go smug and silent later on. Even 
emails continuously sent to him were diverted to others and no 
proper clari"cation was available to any of our questions till date. It’s 
a di$erent matter that he was transferred from this post to another 
sometime ago.   
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We had a strange and vivid experience. Initially the Karnataka 
Government authorities were proactive and also participated 
in interactive sessions. But later they became totally reticent and 
refused to come to meetings in which we participated. !ey didn’t 
express this in so many words but gave &imsy reasons of being busy 
and tied up. 

Some Kannada news channels also told us that they had 
contacted several top o#cials and they refused to participate in any 
debate. So this led to more doubts and wondered why the UIDAI 
which boasted of transparency, probity etc., went into hiding. !ey 
couldn’t answer tough questions that too with evidence given to 
them.  It became obvious that they were trying to hide many things 
from the glare of Public.

UID was touted as a ̀ Unique’ number (Not card as many think 
it to be) and that there would be no other Identity needed once this 
comes into place. But then, when protests started, there was a rider 
that this is only “Optional’ and not mandatory? 

We were told that only basic information is collected. But later 
the truth started to unfold. Banks started collecting all information 
under KYC norm (Know your customer) that intruded virtually into 
Citizens privacy. !e information sought for had nothing to do with 
regular banking that too of account holders who were comfortable 
with their operations for decades. !ere was no legal sanctity to 
collect these information but the banks still insisted that they were 
directed by the Reserve Bank of India and that itself is su#cient to 
collect the information. Some of the banks even threatened to freeze 
the operative accounts if the details were not furnished. In each of 
these applications there was a provision for the Aadhar number. !is 
meant that at some stage by deceit the Government will have access 
to our bank accounts and all transactions if they so wanted.  !at 
too without the knowledge or permission of the account holder; 
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obviously the KYC doesn’t have a disclaimer to the contrary.

We understand that the UID is linked to 24 databases by 
various service providers. !is is the double speak and contrary to 
their claim.

When the `Uniqueness’ was contested, the UIDAI introduced 
the biometrics and started with the thumb impression, when this was 
also contested. UIDAI stated that they would collect the impression 
of all the 10 "ngers and also introduced the Iris Scan as a defence 
mechanism. When this was also shown as not foolproof and feasible, 
they scampered and commenced a `Proof of concept’ study.

It is customary to conduct the Proof of concept before the 
launch of any programme not in between or later. Further such Proof 
of concept study is done end to end that is with all key parameters 
that need to be ful"lled or viability of the project itself.  Secondly 
such survey should be done with proper scienti"c sampling Viz: In 
the rural and labour intensive part like in this case to really get the 
correct result but it was not so: the entire "asco was shrouded with 
mystery and hopelessly done; obviously the results also were skewed. 
Ultimately it was an `eye wash’ and meant only as routine exercise.

UIDAI’s identi"cation results (Annexure 3, p.30) are based on 
20,000 people chosen from the 60,000 who attended two biometric 
enrolment sessions. What do the results for all 60,000 look like? 
Why were the full results not published? How were the 20,000 
chosen? What was wrong with the other 40,000? Why don’t UIDAI 
report the de-duplication statistics for the one million people now 
enrolled on the CIDR, instead of a paltry 20,000 of them? 

How many unique pairs of biometrics can be chosen from 
40,000? Answer: 40,000 x 39,999 / 2 = 799,980,000. If UIDAI are 
right. 40,000 is a number of the order of 104, whereas the number 
of comparisons which have to be made to prove uniqueness is of the 
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order of 108. !e population of India is of course not 40,000. More 
like 1.2 billion or 1.2 x 109. So that the number of comparisons 
between pairs of biometrics that would need to be made to prove 
uniqueness is 7.2 x 1017. It would take a very long time but, in a 
perfect world, those 7.2 x 1017 comparisons could be performed by 
computer and it could be proved automatically that there are no 
duplicates, i.e. each electronic identity is unique. 

In the real world, problems arise. UIDAI say quite rightly that 
they must expect the odd false positive. In other words, on occasion, 
it will look as though two people have the same biometrics. !ere 
may be hundreds of reasons for that. Here are just four of them: 

1. The equipment used may not be entirely reliable. 

2. An over-worked UIDAI agent may by mistake register 
Mr Naryana’s biometrics against Mr Chandrashekar’s name. 

3. Mr Narayana may have naughtily enrolled twice, once in his 
real name and once in Mr Chandrashekar’s name 

4. Mr Narayana and Mr Chandrashekar may genuinely be two 
different people who happen to have similarly poor biometric 
quality of their fingerprints and / or iris or the scanner unable 
to distinguish between the two. 

When a false positive arises, it has to be investigated by a team 
of human beings. It can’t be resolved by computer. How many false 
positives should India expect? In the Results section of their report 
UIDAI de"nes the false positive identi"cation rate (FPIR) and they 
say “we will look at the point where the FPIR (i.e. the possibility that a 
person is mistaken to be a di"erent person) is 0.0025 %”. At that point, 
UIDAI would get 2' false positives on average for every 100,000 
comparisons. 
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Given that UIDAI have to make 7.2 x 1017 comparisons, how 
many false positives should they expect? Answer: (7.2 x 1017) x (2.5 
x 10-5) = 1.8 x 1013. !at’s 18,000,000,000,000 false positives for 
people to investigate and resolve. 

Is this acceptable and will it ever happen? To prove uniqueness, 
every single Indian would have to investigated and to resolve 15,000 
false positives. Long before they had "nished, many of them would 
be dead, many more Indians would have been born, and the task 
would remain incomplete. Using UIDAI’s own "gures, India can be 
con"dent that the proof of uniqueness is not achievable. Not in the 
real world. 

How many more sta$ would UIDAI need? How much more 
would UIDAI have to spend on top quality biometrics equipment 
to make that improvement? If that is feasible, why didn’t the UIDAI 
Biometrics Centre of Competence say so? Why did UBCC “look at 
the point where the FPIR. 0.0025 %” and not at the point where it’s 
1.4 x 10-12, which is what it would have to be to reduce the number 
of false positives to one million? 

If the sea-of-false-positives argument above is correct, then 
biometrics do not provide the foundation needed for UID, the false 
conclusions drawn by UBCC in the proof of concept trial report 
impugn everyone’s trust in UIDAI and no-one can be con"dent that 
the bene"ts of UID will ever be achieved. 

Presumably the proof of concept trial report is the work of 
UBCC. !ey have to say why the sea-of-false-positives argument 
is wrong, if they can. And here are more questions which could do 
with a response from them: 

a) Over the years, the suppliers of biometric technology have 
been caught out repeatedly making exaggerated claims for the 
reliability of their wares. !eir marketing material is now a little 
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less gung-ho. UIDAI’s suppliers, L-1 Identity Solutions Inc. and 
Morpho among others; do not claim on their websites to be able to 
deliver unique identi"cation in the case of large population registers. 
Given the sea of false positives, how could they? So why do UIDAI 
claim to be able to deliver unique identi"cation? It’s easy to see why 
the suppliers don’t object to being boosted in this way. But why do 
UIDAI provide this unsolicited testimonial to the historically &aky 
products of the mass consumer biometrics industry? Is a "eld trial 
of 20,000 big enough to tell India what to expect when it comes to 
1.2 billion people? 

GMAC, the body representing 1,800 business schools in 110 
countries, dropped "ngerprinting as a way of verifying identity 
after a two-year trial. If the business schools don’t recommend the 
technology, why does UIDAI recommend it? 

Why don’t Visa and MasterCard rely on biometrically veri"ed 
payments anywhere in Europe and the US? If they’re not good 
enough for Europe and the US, why should they be acceptable in 
India? 

As it happens, the UK made the same mistake. For years, 
between 2002 and 2010, the Home O#ce was in the undigni"ed 
position of being quite unable to answer probing questions, whether 
posed by critics or supporters, about their UK ID card scheme. !e 
facts simply don’t support the claims the Home O#ce was making– 
see for example their document ‘Safeguarding identity’ – about 
being able to “lock” people to a single identity (para.3.29) and their 
fatuous promise that ID cards would “make life easier” (para.2.1). 
Public money was wasted on a pipe dream. !ere were many 
problems with the UK scheme. Not just biometrics. But biometrics 
is the easiest problem to understand and to discuss objectively and 
on which to reach an agreed decision, it’s quanti"able, there are no 
di#cult value judgments to make,



17UID
is not yours

It’s just technology. And not a very good technology – whenever 
there is a large-scale "eld trial, as opposed to the mere computer 
modelling exercises favoured by NIST, mass consumer biometrics 
prove to be too unreliable for the ID card schemes that depend 
on them. By the time the stillborn scheme was "nally cancelled, 
the Home O#ce had lost all credibility, it was totally demoralised 
and it is now excluded from discussions of the UK’s new, and still 
unspeci"ed, Digital Delivery Identity Assurance project. 

Further the UIDAI collected 15 Identities that already exist 
Viz: Passport, EPIC, Ration Cards etc. !erefore they couldn’t claim 
it to be Unique. Whereas all these identities were provided only after 
eligibility criteria was ful"lled and with veri"cation in each case to 
genuine Citizens as per the provisions of the Citizenship Act. 

!us the claim of it being `Unique’ slowly gave way to the 
National Identity and became just another number, not card, which 
many confuse it t be. !at is why it is the NIA Bill 2010 (National 
Identity Authority Bill) 

In order hasten the enrolment process incentives were given to 
even private enrolling agencies to mobilize applications. !e &ood 
gates were open. 

MOU’s were entered with several Government departments 
and Banks as well as private agencies such as Travel agents, Stock 
Brokers and even dubious institutions. Nearly 209 such operators 
were allowed and when we analysed the selection of such agents it 
gave rise to more doubts and suspicion. Some didn’t even have the 
domain knowledge or experience to collect such vital information 
from people. 

It was astounding to know that such a valuable and precious 
data of citizens was handled in a haphazard way. Our doubts came 
true. Several bloomers and goof ups surfaced. 
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Some TV Channels also went on an overdrive and exposed the 
unscrupulous methods and also corruption. A person languishing 
in Bengaluru prison, Mr Ali got his UID number from Mysore 
without even visiting the place!  

We sent the media clipping to Sri M N Vidyashankar for his 
comments, he immediately responded saying the culprits were 
arrested and FIR had been "led. “!is was just an aberration.” he 
said. Without doubting his statement, we only asked some more 
questions which he didn’t anticipate. He gave excuses and later after 
persuasive mails he passed it on to his subordinates to respond. 
Ultimately we never got any convincing fact or particulars that we 
sought from him. True, a FIR was "led. Is that all? What about 
internal departmental investigations to "nd out the lacunae in 
the system and processes in order to prevent such fake IDs? No 
information was forthcoming on such questions.

We have vivid stories from our media friends who took up the 
issue and started to support us. !eir experience was no better than 
ours. Media seems to have been strangely silenced. 

!e Parliamentary Standing Committee examined all these 
aspects and also summoned the authorities for various clari"cations. 
In a near unanimous decision they came to the conclusion that it 
directionless and ill conceived. (Relevant to mention that there were 
only a couple of dissenting notes and these were not on the merits 
of the case, but extraneous political a#liations and compulsions 
and posturing) !e report was submitted to Parliament for further 
deliberations. It is also very pertinent to note that the report deals 
with invasion of Privacy and declares that unless there is a law that 
protects Privacy, this can’t be introduced. 

But the temerity and audacity with which the authorities are 
bypassing this report and still continuing to perpetuate the fraud is 
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beyond anybody’s imagination. De"nitely it leads to the belief that 
there are some other extraneous considerations and also `hidden 
hand’ that is continuing to perpetuate this programme for their own 
ulterior motives.  Hence it has to be resisted tooth and nail.

Unfortunately we are still not a developed country that can 
a$ord this extravaganza and write o$ huge wasteful expenditure that 
has no guarantee of success on any basis. 

Government pursuing this discreetly without answering 
Parliament or doubts of Citizens is leading to the fear that apart 
from sacri"cing the interests of Citizens, this humungous scandal 
when exposed and revealed will have dangerous consequences and 
unrest amongst people. !e plight of those who have given their 
biometrics and Iris to unknown persons will be haunting them for 
ever. 

!ey have to live in the shadow of the `Ghost that is hidden” 
and may strike in any from and from anywhere will linger in their 
minds for ever! 

Somasekhar V K is a versatile personality and also very popular in the 
Civil society movements having distinguished in "ghting for causes on 
environment, Consumer movement and also civic issues. 
He is a Triple graduate with Post graduation in Law as well as Diploma in 
Journalism, Diploma in Foreign Trade Management. He comes with an 
experience of 30 yrs of which 16 yrs were with the TATA’s. He was also the 
President (Vertical head) of a Media Entertainment Company. 
He is also the Managing Trustee of Grahak Shakti a voluntary Consumer 
Organisation of standing for over 3 decades now. Grahak Shakti under his 
leadership is represented in various Advisory & consultative bodies in the 
State & also Centre
A proli"c free lance writer with accreditation by the State Government 
and also appears on Current issues on various news channels regularly 
both in vernacular and English media.
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Incontrovertible facts that are not contested by UIDAI till date

No feasible study was done before start of this programme. 

No project report or budget has been prepared for the whole 
project.

Welfare schemes do not su$er from lack of identity but due to 
other reasons of corruption and leakages. 

All targeted welfare schemes of the Government are meant for 
Citizens of this country and therefore the reasons that UID is given 
to `Residents’ is suspect. !is may also lead to more bogus cards and 
to weed them out would be another major problem.

!ere is no evidence in the World that Biometric & Iris are fool 
proof that too for this kind of data base (121 billion and growing) 

Biometrics & Iris can be faked and a large population would 
be deprived of their bene"ts especially the rural poor that include 
peasants and farm labourers who are illiterate.

De-duplication process is still not complete therefore to arrive 
at any "gures without this is absolutely false and misleading.

As there is no Right to Privacy, this will clearly be an intrusion 
into the rights of citizens guaranteed under the Constitution. 

UK Government introduced similar programme and had to 
withdraw the scheme after citizens protested though it was meant as 
a security measure to protect the lives of the people. It was termed 
`Intrusive bullying’.

Even US has not been able to implement its ID Act and has 
met with strong resistance from the citizens.

!ere is still no guarantee that the leakages will be plugged as 
it doesn’t address the siphoning of stocks from godowns in the case 
of PDS and also dubious ways in deceiving the innocent illiterate 
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masses to a#x their thumb impressions and take away their money.

 Queries raised in both houses-Lok Sabha & Rajya Sabha by 76 
Members of Parliament indicate that they are still not clear on the 
objective, the vision or the purpose of this scheme. Whereas many 
think it is a card, others are of the opinion that it is meant to check 
illegal immigrants. Some of the interesting questions on whether it is 
introduced anywhere in the world have not been clari"ed factually. 

We spoke to a cross section of society from the deprived classes 
and the reasons for not opening a Bank account was not for the lack 
of identity but clearly for want of money to open the account as also 
ignorance to operate the same. !ey also revealed that they can’t 
trust anybody else to do it for them. So UID cannot allay these fears 
and strong reservations.

Who has the control of our data? It is the State not the individual. 
!erefore what is the guarantee that it will not be misused or abused 
at will?
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THE TALL CLAIMS AND TOMFOOLERY OF UID

(Mathew Thomas)

Tall Claims

It is not possible to deal here with all the welfare schemes for 
which these tall claims are made. Hence, only the claims about 
reduction in LPG subsidy leakages are discussed here, as typical of 
other similar claims. Tomfoolery means absurdity. !e adjective 
aptly describes the UID scheme. UID is a scheme that involves a lot 
of scheming and schemers. !e ‘Tomfoolery Show’ is an American 
cartoon comedy television series. A really funny and popular, oft-
repeated scene in this comic is of a delivery boy running around 
trying to deliver a large plant shouting, ‘Plant for Mrs. Discobolus’. 
One could "nd it quite funny to imagine a LPG delivery boy running 
around shouting, “Subsidised LPG cylinder for Mrs. Aadhaary; 
family line up for "ngerprint authentication”, in the real life UID 
comic show. Comedy shows provide comic relief. Unfortunately, 
while the UID scheme’s objectives are laughable, they cannot be 
laughed o$, since, before the scheme collapses under the weight of 
its own contradictions and falsehoods, it would have brought untold 
damage to the nation’s social fabric and compromised personal 
security of millions of Indians. 

!e UIDAI chairperson made several tall claims about the 
UID scheme’s potential to reduce subsidy leakages, in talks to media 
many times. !us, he reportedly said that LPG subsidy leakages 
could be reduced by Rs. 12,000 Crores using UID. He has never 
speci"ed how this could be done. He hinted at authenticating the 
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buyer / customer of the LPG cylinder. He did not mention when the 
authentication would be done. He headed a task force on subsidies. 
!e task force submitted an interim report. A ministerial panel 
approved the accepted the report. !e report recommends the use 
of UID for authenticating recipients of welfare subsidies. What else 
could one expect when the task force is headed by the person who 
is spear-heading the UID project? !is is like asking the accountant 
to check the veracity of the accounts he has prepared. More crudely, 
one could say, it is like asking the thief or the one who created a 
problem to suggest measures to prevent theft or prevent recurrence 
of the problem. It reminds one, of Edgar Wallace’s novel, “!e 
Joker”. In the novel, a rich man gifts a jail to the city where he lives. 
Later he is caught for fraud and jailed in the same jail he had gifted. 
He had made a tunnel from the jail to the outside, when he had it 
constructed. He escaped through the tunnel, playing a clever joke 
on the city. Enough escape hatches have been built into the UID 
scheme for those who are indulging in this colossal waste of public 
money to deny responsibility when it fails, as it is bound to. 

A few of the task force recommendations on LPG 

!e biometric authentication ‘tamasha’ is the fulcrum on 
which rests the assumption that subsidy leakages could be prevented 
using UID. Let’s look at how ridiculous this assumption and the 
task force’s recommendations are in just one welfare subsidy scheme 
– LPG. Here are a few of their recommendations.

1. Details pertaining to customers availing subsidised LPG would 
be published on the transparency portal of the oil company. 

2. Call centers would be established to address customer 
complaints.

3. Distributers would be compensated for additional working 
capital they would need to stock non-subsidised LPG cylinders. 
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(No one knows how much the compensation would be and 
how it would be paid. The task force does not deal with such 
trivialities.)

4. “Aadhaar numbers of all members of households would be 
seeded against customer data”. (Such phrases intended to 
confuse abound in the task force report. Why use words, like, 
“seeded”? It probably means that since each LPG connection has 
one name on it, the names and UID numbers and biometrics 
of all members of his / her family would be captured and stored 
in the UID, and perhaps, oil company database. Imagine the 
problem when a member of the family would have if he / she 
moves out and lives separately.) 

5. The bank account numbers will also be collected and seeded! 
(Thus, if one wants to obtain a subsidised LPG connection, the 
bank accounts of all members of the family and their biometrics 
would have to be given to UIDAI.) 

6. “De-duplication on Aadhaars to eliminate ghost connections 
will be done. Application software will be developed; (What 
will be the cost of development of this software?) hardware 
will be fully compatible with UIDAI standards. (What will 
be the hardware cost? Who all will need both the software 
and hardware – the oil companies, government civil supplies 
departments, dealers etc?) 

7. Subsidised LPG cylinders will be provided only to targeted / 
segmented customers. The process of identifying will be notified 
by government. (The Standing Committee on Petroleum and 
Natural Gas has recommended that subsidised LPG be given 
only to those with annual income less than Rs. 6 Lakhs per 
annum. I had written to the Parliament Standing Committee 
on Finance, which examined the NIA Bill informing them that 
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the frauds in welfare schemes are in decisions on eligibility and 
not caused by identity problems. The Parliament Committee 
accepted the same and wrote it into their report. So, how and 
who would identify those with less than Rs. 6 Lakhs annual 
income? Would your fingerprints reveal your annual income? 
What happens when one loses a job, receives a promotion, 
changes jobs etc?)  

!e task force then says that pilot projects to test whether 
their method would work would be undertaken in two districts in 
Hyderabad and Mysore. Con&icting reports have appeared in the 
press on these pilots. Some said that oil companies have rejected 
the method. Another press report said that the ministries of "nance 
and petroleum and oil company executives accepted the method. I 
sent RTI queries to oil companies. !ey replied stating that the pilot 
trials are incomplete. !e ministry of "nance denied any knowledge 
of it. Replies from others, including UIDAI have not been received. 
!e RTI replies are placed in appendices to this monograph. 

Ground realities

Let’s see how the recommendations would work on ground. It 
is incredible that such a scheme would be launched with imaginary 
uses and halfway through its implementation, the promoters would 
be running pilot studies to test its feasibility. Is this how a responsible 
government and a former business magnate are expected to launch 
projects? 

!e logic of ‘authentication at delivery using UID numbers’ 
proposed by the task force is ba(ing. Are the intelligent people that 
sta$ the task force not aware that it would be a simple matter to 
check diversions of domestic cylinders for commercial use? Cylinders 
of di$erent colours are used for domestic and commercial purposes. 
!e oil company delivers cylinders at the location of the customer. 
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Does the task force think that domestic customers then sell the 
cylinders to commercial enterprises? If, as the task force seem to say, 
large-scale diversions of subsidised LPG cylinders take place, are they 
suggesting that large number of people of this country are thieves? 
Do they not know that it is impossible to divert LPG cylinders 
without the connivance of the oil companies, their distributors and 
the civil supplies department o#cials? Recently, it was reported that 
a chief minister of a state had surrendered three of the four LPG 
connections he had. How many politicians and bureaucrats have 
more than one connection? During the 2 G scam, it was reported 
that a former Central Government minister for telecommunications 
had a BSNL telephone exchange installed for his personal use with 
over 300 lines. Whatever happened to that revelation? !e purpose 
of the analogy is to show that it is not the people who are misusing 
facilities, but those in authority. 

Why not use the customer number to detect diversion? Why 
another number, such as UID?

Reverting to the LPG issue, every customer has a number given 
by the oil company for his / her connection. Oil companies and 
their agents have databases with the number of cylinders consumed 
every month by each customer. Everyone knows that an average 
family would consume a cylinder in about a month and a half. If 
a customer is found consuming say several cylinders a month, is 
it not possible to check on such customers to detect diversions or 
commercial use? Recently, Karnataka State asked all LPG customers 
to provide their electric meter numbers to check if more than one 
connection exists in a household. !is was an equally foolish exercise. 
A defence department layout had just one meter for 200 houses! 

Instead of looking at where the diversion and mischief is taking 
place, the task force, driven by the UIDAI chief are barking up the 
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wrong tree, trying to "x a small leak in the dyke, when part of the 
dyke wall has caved in. 

Now look at the problems associated with authentication at 
delivery. !e person in whose name the gas connection exists would 
have to be present at the time of delivery to authenticate him / her. 
To get round this stupidity, UIDAI has recommended linking the 
biometrics of all members of the family and their bank accounts 
with the LPG connection. Are they not able to visualize situations 
where no family member would be present, as when all of them 
would be working or at school / college and servant or neighbour 
collects the delivery? 

To authenticate at delivery, every sales truck would have to 
carry a scanning device. Are these delivery sta$s capable of handling 
such devices with the care they need? What would happen if, for 
whatever reason, lack of connectivity or malfunction of the device, 
the authentication fails? How many undelivered cylinders are oil 
companies and their distributors willing to accept? How many trips 
are they willing to accept for such failed deliveries? Imagine the 
hardship the family would have to go through in such situations. 
What is the cost of all this? Has the cost of scanners for every truck, 
the cost of spare scanners, their maintenance cost, the training cost 
for delivery personnel and so on been accounted for? Why are UIDAI 
and the Government persisting with this foolishness in attempting 
to "nd uses for UID? 

Authentication in other welfare schemes

!e task force has recommended that every retail fertiliser 
shop be equipped with scanners. !ey say that there 2.3 Lakh retail 
fertiliser shops (Paragraph 7.2.1 page 40 Task Force interim report). 
!ere are over 5 Lakh ration shops, as on 30 Jun 2011. (PIB news 
release - <http://pib.nic.in/newsite/erelease.aspx?relid=74180>). All 
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these shops would have to be equipped and the shop owners and 
sta$ trained in handling scanning devices. Only a fool would think 
that this is feasible. Almost all countries in the world subsidize goods 
and service to their people. How many of them have indulged in 
such stupidity? Take USA for example. How do they authenticate 
farmers who are given the subsidies? Our Government and the 
UIDAI chairperson are ardent followers of the US economic 
system. In USA, $ 277.3 Billion was distributed as subsidies to agri-
businesses, between 1995 and 2011. Of this, the top 10 % collected 
75 % of all subsidies, amounting to $ 172.2 Billion. !e rich farmer 
received $ 31, 400 per year. !e poor farmer at the bottom 80 % got 
$ 594 per year. (Please see EWG Farm Subsidies website for details 
http://farm.ewg.org/region.php?"ps=00000). !is is what targeted 
cash transfers could do. Perhaps, this indeed is the purpose, to be 
able to send the subsidies to those whom the government in power 
wishes to favour. 

Cash transfers and changing power equation

Once UID is in place, as far as welfare schemes are concerned, 
power will shift to the party in power at the center. Even though 
the parties in governments in the states may decide on who receives 
subsidies by identi"cation of eligible persons, the control of 
distribution of the subsidies would be in the hands of the Central 
Government, since the authentication process is controlled by 
UIDAI, which is a central authority. !is would be especially true of 
centrally funded welfare schemes. For example, a village or electoral 
constituency that has not voted for the Central Government party 
could be discriminated against and subsidies denied on various 
pretexts. A World Bank report points to the cash transfers in Columbia 
wherein the people tended to vote for the party in power perceiving 
them as the giver of the largesse. Secondly, it is easier to swipe cash 
than goods. For example, for a customer to sell a LPG cylinder in 
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black market or for an agent to divert a number of cylinders for 
commercial use is more di#cult than to siphon o$ cash transferred 
to banks accounts. LPG cash subsidy could be transferred to non-
eligible people, if eligibility criteria are stipulated, or people with 
fake IDs. It is possible to fake "ngerprints with a cost as little as Rs. 
30. !is was demonstrated to an E-governance secretary of a state 
government. Today, LPG subsidy is universal. Hence, there is no 
need to fake eligibility. !irdly, it would be much easier to divert the 
cash subsidy, even by eligible persons, since the subsidised cylinder 
need not be delivered at all, but instead, only authentication of the 
buyers done as if it has been delivered. To illustrate, assume that the 
LPG subsidy policy is that a household with income below Rs. 6 
Lakhs per annum is eligible for 6 subsidised cylinders. Firstly, there 
is no way an oil company or government could verify the income of 
the household or the person in whose name the LPG connection is 
taken. Persons and households could fall into and come out of such 
income brackets. !e “eligible” household could merely be shown as 
having bought the cylinders, without taking delivery of the cylinders. 
!e oil company’s dealer merely obtains the scanned biometric to 
show the purchase. !e cash is received by the household in the 
bank and cash given to the delivery boy / dealer in a mutually agreed 
sharing pattern. !e cylinder is sent for commercial use where the 
subsidised cost is collected for payment to the oil company. !e 
moral of the story is that any system is only as good as the people 
who manage it. For example, there are laws against depositing and 
withdrawing cash and paying in cash beyond the stipulated sums 
(Rs. 50,000 for deposits and Rs. 20,000 for payments). Akilesh 
Yadav, current UP CM deposited Rs. 44.67 Lakhs in cash and paid 
the same amount through cash to a government department (Nazul 
department), as per media reports. Akilesh said that he received the 
sum as loan from his party. !e I T Appellate Tribunal ruled that 
there was no scope for introducing any black money for transfer of 
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cash from one concern to another concern and that the genuineness 
of the transaction was beyond doubt. In a country where such things 
happen, how could UID hope to stop diversion of subsidies? 

India’s welfare schemes under foreign company control

Lastly, one should note that it is not UIDAI that authenticates 
the person receiving the subsidy cash transfer, but a private foreign 
company and its o#cial who manages the biometric database of 
all Indian residents. !us, the social welfare system of the Nation 
would be run at the whims and fancies of private foreign companies. 
Who would be legally responsible for fraud or failure to authenticate 
or false authentication? Would UIDAI or the foreign company be 
responsible? While the matter is being decided, how would the 
person who did not receive the LPG cylinder cook his / her food? 
Is it possible for the foreign company to either create discontent 
or discredit a government deliberately make large-scale errors? One 
could argue that it is unlikely that the foreign "rms would not have 
any interest in who receives the subsidies. !at could be true, though 
not necessarily so. !ey could have other motivations. !e foreign 
company could be in&uenced or could on its own decide to sabotage 
the system. No nation would be idiotic enough to have its entire 
demographic database and welfare systems in the hands of private 
foreign companies, but UIDAI seems to be doing exactly that. 
UIDAI and the task force on subsidies headed by its chairperson 
have been careful to hide this fact by showing the authentication in 
&ow diagrams in its report as being done by UIDAI. At the same 
time UIDAI has refused to disclose the contracts with these foreign 
companies. 

Neither LPG nor any other subsidy leakage would be reduced 
though use of UID. All that would happen is untold misery for the 
subsidy recipient. It is high time the people of this nation realise the 
charade played on them and stop it.
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UID SCHEME " IS IT A SIGN OF IMPUDENCE 
OR 

IMPRUDENCE OR A COMBINATION OF BOTH?
(Does the scheme’s implementation smack of  

corruption and / or negligence?)

(Mathew Thomas)

The Impudence

It is inexplicable that sensible, highly quali"ed, experienced 
people would do things like this, especially when they are in 
responsible positions. Who in his (her) right mind would launch 
into a project that encompasses the entire population of a nation, 
without careful investigation of the feasibility, pros and cons and 
without some study of costs and bene"ts? Even more incredible is 
that signi"cant numbers of people, either out of fear, or faith in 
the government or the person heading it, with his media created 
image, have enrolled and still go for enrolment in the UID scheme. 
Perhaps, those who launched it did bet on the ignorance of the 
masses or their herd mentality or their helplessness against the 
power of government. If so, they have a diabolical game plan. It 
cannot be that they did not know what the project entails or what it 
would achieve. !e media too has played along. !is is as expected. 
When dictatorial leaders rise either in a coup or metamorphose from 
democratic processes, as when Hitler or Mussolini, or Stalin, or 
Nasser or Sukarno and many others strode across their nations and 
the world, the media and the public acquiesced. !e people who 
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launched the UID scheme are thought to be good men. As the judge 
who sentenced Rajat Gupta said, “Good men do bad things”. !e 
manner in which the UID scheme was launched and is promoted 
now, is characterised by impudence, call it a kind of foolhardiness, if 
you will. !ey pretend that it is for giving people an identity. !ey 
project it as a tool that would reduce corruption in welfare service 
delivery. Yet they are all in a government which, has been rocked by 
one scandal after another over its entire second tenure. While they 
make these claims, they do not say how the goal would be achieved. 
Did they look at alternatives? If, as is admitted, they did no study 
of the UID project, how could they have investigated alternatives? 
For the past several decades, thousands of Crores of Rupees worth of 
food grains rots due to lack of storage. Government spokespersons 
say that there is no money. Where should the priority be in spending 
the little money available – to build storage or embark on a fancy 
scheme spending these Crores? 

Is the promotion of UID deceitful?

UID is promoted as a noble pro-poor program. !e National 
Population Register (prepared under the amended Citizenship 
Act), on the other hand, is supposed to identify and counter illegal 
immigrants and prevent such immigration. Whether NPR would 
succeed in achieving its objectives is a moot question. A Government 
decision resulted in sharing the work of capturing the data of the 
population on a 50-50 basis. UID is for all residents. NPR is only 
for citizens. !is exposes the incongruity of the decision. NPR does 
not provide for capturing biometric data. It does not also have any 
provision for sharing the data with other agencies such as banks, 
insurance companies and so forth, whereas UID is promoting the 
sharing of data for all kinds of applications. !e Finance Ministry 
questioned the duplication of work and waste of money with 
multiple agencies doing the same work. !is led to the sharing of 
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population decision. !ere is confusion on registering twice, once in 
NPR and again in UID. 

One of UIDAI’s foreign contractors is a US "rm, L 1 ID 
Solutions (L 1, for short). It is now a subsidiary of Safran, a company 
in France. It is now called Morpho Trust. It still has an address and 
operations in USA. L1 provides a host of intelligence services to 
US intelligence agencies, Defence Department and for commercial 
organisations. !e services, which L1 provides are given in the 
annexure to the Monograph. UIDAI has refused to disclose details 
of the contract with L 1 in replies to RTI queries. An appeal has 
been "led with the CIC. !e refusal to furnish contract details gives 
rise to the suspicion that UIDAI has something to hide and in all 
probability, L 1 is providing intelligence services to the Government, 
the disclosure of which, would take the lid of the "g leaf of UID 
being a pro-poor initiative. More about L 1 and its background is 
given in another article in this Monograph as well as in the annexure. 

RTI queries to UIDAI raise many questions and lead to 
misgivings and apprehensions of corruption and a cavalier approach 
to capturing, processing and handling sensitive data of people of 
the country. UID has a system of private "rms UIDAI empanelled 
for "eld work of data-capture. Initially, the UIDAI website gave a 
list of 209 such companies. !e empanelment seems to have been 
done in a lackadaisical way. Among the empanelled "rms are a tea 
estate, a printing press, a NGO in education, stock brokers etc. 
!ree of the empanelled "rms have the same addresses and appear 
to be from the same family. UIDAI also has registrars. !e registrars 
are government departments, banks and public sector organisations 
such as insurance companies. !e registrars are to contract out the 
"eld work of data-capture to the empanelled agencies (EAs). !ere 
are many instances of corruption, fraud and termination for such 
activities. With di#culty it was possible to obtain information on the 
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criminal cases "led against the EAs who indulged in fraud. Although 
years have passed, nothing further is known about the progress of 
the cases. More importantly, the question of what is to be done 
with the data these "rms captured prior to their termination and 
criminal cases is not answered. UIDAI and government registrars 
do not seem to be bothered about such trivialities. !ey are evasive 
regarding the responsibility towards data security. UIDAI says that 
they only empanel the EAs and have no further responsibility. A RTI 
reply from UIDAI, Bangalore giving details of a FIR "led in a police 
station here with allegations of fraud in enrolments is placed in the 
annexure. A "rm, Global ID Solutions acting as a franchisee of 
M/S Alankit Fin Sec is alleged to have issued fake ID cards with the 
UIDAI logo. !e case was "led 29 July 2011, even though the RTI 
reply states that information of the fraud was received on 29 June 
2011. A newspaper advertisement in a Tamil daily on 2 Nov 2011 
stated that the advertiser would issue national ID cards in 7 districts 
of Tamil Nadu. A FIR was "led in Dharmapuri police station. A 
scanned copy of the RTI reply is in the annexure. Alankit Fin Sec 
is one of three "rms, who appear to have some relationship with 
each other. UIDAI says that this "rm has not been re-empanelled. 
Over a year has passed. Nothing is known about how the fraud was 
committed, who were the persons behind it, how many people have 
these false Ids, were their biometrics uploaded on to UIDAI servers 
etc. If these are just two frauds that were detected, how many might 
have gone undetected? Such frauds have been reported across the 
country. Neither UIDAI nor the Government seem to be bothered. 

UIDAI’s Other Foreign Contractors  

One of UIDAI’s foreign contractors is Accenture PLC. !e 
company has a history. !e information given here is garnered from 
the Internet. !e truth of the information could only be established 
through a proper investigation. !e information is such as to warrant 
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such investigation before the Government of India UIDAI enter into 
business dealings with the company. However, this does not seem to 
have been done. Even worse, UIDAI in a RTI reply stated that they 
do not know the country of origin of its foreign contractors. 

Accenture’s partners were the same as those of Anderson 
Consulting. !e partners split from Arthur Anderson shortly 
before it went into liquidation following the Enron scandal, whose 
auditors they were. According to Wikipedia, in Oct 2002, the US 
Congressional General Accounting O#ce identi"ed Accenture as 
incorporated in a tax haven country. Accenture was incorporated in 
Bermuda. In May 2009, Accenture changed its place of incorporation 
to Ireland. It then became Accenture plc. Accenture is a prime 
contractor to US Defence Services. Accenture has been embroiled in 
several cases under US Laws of “!e False Claims Act”, “!e Anti-
kickbacks Act” and the “Truth in Negotiations Act”. According to a 
US Department of Justice release of 12 September 2011, Accenture 
paid $ 63.675 Million to settle False Claims Act allegations. !e 
laws under which Accenture was proceeded against in USA would 
constitute o$enses under the Prevention of Corruption Act and 
would entail criminal liability in India. !e website details from 
where the data about the company were gathered are in the annexure 
to this monograph.

Impudence, Imprudence, Corruption or Negligence

Impudence is characterised by o$ensive boldness; insolent or 
impertinent behaviour. Imprudence on the other hand denotes 
indiscretion or lack of wisdom, perhaps even common sense. !e 
nonchalance of UIDAI and the Government in the face of such 
information about their contractors in so important a project that 
a$ects the entire population and costs several !ousands or Lakhs 
of Crores of Rupees is astounding. !ey dismiss any criticism with 
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utter disdain. Media which has such information is in a “Maun 
Virat”  mode. !ere is a conspiracy of silence. What due diligence did 
UIDAI do before appointing these contractors? !e answer would 
be “None whatsoever,” if the RTI reply stating that there is no way 
of knowing the origin of the contractor companies is to be believed. 
!e UIDAI chief being an IT honcho could not be unaware of the 
past history of Accenture. It is di#cult to believe that the RTI reply 
was given by a junior o#cial without knowledge or permission from 
higher-ups in the UIDAI hierarchy. Is this deliberate deceit? Deceit 
is always deliberate. It is neither accidental nor innocent. Could 
the denial of information regarding the contracts and contractors 
be induced by corruption or could it be sheer negligence. Only 
an impartial investigation would reveal the truth. Meanwhile the 
nation and its people would have to stoically su$er the impudence 
and imprudence of those in authority. 
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WHY UID IS IMPRACTICAL & FLAWED 
‘AB INITIO’

!BY SOMASEKHAR, V. K"

Myth, false assumptions, illusions and imagination

While some of our friends more competent to talk on technical 
issues would deliberate on the subject with much more competence 
and alacrity, I would like a lay man (Aam admi) seek to respond to 
the doubts in my mind.

 UIDAI has spun this as a `Game changer’ to tackle corruption 
that exists in reaching subsidy to the poor and the most deserving 
sections of our society. !ey are basically meant to handle pilferage 
and leakages in Government schemes that are in vogue. (Remember 
Rajiv Gandhi stated that only 10p of every Rupee reaches the 
ultimate intended bene"ciary!) 

!is is not meant for security or protection from illegal 
immigrants as many would like to presume including our most 
distinguished Members of Parliament who believe and also support 
it for that purpose.

!e socio economic issue is to be handled through technology 
by collecting data, Biometrics and Iris. !is is why it is so complicated 
that many are unable to understand and are even afraid of questioning 
an icon from the most successful IT Industry in the Country. Sri 
Nandan Nilekani. Incidentally many are unaware that Sri Nilekani 
is a Marketing man and would not know much about intricacies of 
Information technology compared to those who have worked in IT 
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as techies would know. However, his association with a IT major 
gives him an aura as if he were a technological genius. He could 
hardly be expected to know anything about biometric technology. 
Such ignorance could be the reason for his faith that this technology 
could cure the ills of corruption in our welfare schemes. Behind the 
success of any venture it is the marketing that contributes to selling 
or packaging a product with a brand name. !erefore we grant him 
that in abundance. He has been just doing this with great success 
and aplomb.

Even a lay man would ask the question of where the data is going 
to be stored and the capacity to store this huge data base of over 1.21 
billion Citizens not to include the `Residents’ that are &oating as 
also the increasing population on an ongoing basis. We are also eager 
to know on what platform this is going to be built. As the adage goes 
it is wrong to put, `all the eggs in one basket’. So multiple servers 
will have to be hired and therein lies another problem of security, 
safety of data and infringement. Well the response is not satisfying 
and convincing. We have no o#cial word on this. 

Now for the provision of infrastructure assuming everything else 
from the IT is handled. We are reminded by Sri M N Vidyashankar, 
former secretary E-governance of Karnataka that the Biometric 
machines are of far superior quality and therefore can be relied 
upon. !ough he promised to give details, perhaps he forgot with 
his pressing commitments we presume.

Let us take the case of PDS, the elementary question is that there 
has to be a computer and a biometric, Iris Scan reader in each shop 
together with an internet connection that too in rural areas along 
with electricity to operate it. You also need internet connectivity in 
all the Villages and towns. 

What about Electricity? !ough power sector reforms were 
mooted way back in 2003 and unbundling of the Electricity boards 
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have taken place, yet no major investments are forthcoming and there 
is an acute shortage of power all round the country. !erefore on 
what basis are they going to provide the accessibility and operational 
issues that follow? 

In most of the rural areas the power supply is just for 3-4 hours 
if not less and we are still struggling to meet the demand. So without 
addressing this in the "rst place how can they go for advanced 
technology: So the building is built without the foundation? How 
can it sustain!!

!erefore it is only in some urban areas that this can be 
introduced but what is the use? Roughly 300 million access the net 
in cities on a rough estimate but they are all not bene"ciaries of the 
welfare schemes as they are above the poverty line. Also they don’t 
need any fresh identity as they have plenty of them that too more 
than one that the Government recognizes. 

Further all the equipments have to be sourced through proper 
procedure and these shops have to be equipped. How is it going to 
be done and by what time?

Remember when electronic voting was introduced, the major 
Public undertaking Bharat Electronics Limited (BEL) couldn’t 
supply all the machines that were needed. !ey took lot of time to 
meet the demand. Now, there are doubts about these machines and 
their reliability and use in elections have been questioned in courts.

We haven’t even thought about the e#cacy or the machine that 
can handle this e#ciently because we are just collecting only the 
data that too not yet con"rmed or duly veri"ed (de-duplicated)

 Why will the State Government implement a scheme that gets 
political mileage to the Central Government? Has there been any 
consultation with the State Chief Ministers before introducing this 
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concept. No. Hence this is going to fall &at as several indicators to 
this e$ect are already out in the open.

So what is the budget? Where has this been reckoned? Sans 
answers. 

All searching questions but sans proper answers

Yet another Gas balloon without merit and &oated on wrong 
assumptions

“!e UPA government’s ambitious unique identi"cation number 
project Aadhaar, would result in savings of about%Rs.%1,10,000 crore 
by 2020, around 58% of the expenditure of major public welfare 
schemes, a Planning Commission study released on Saturday said. 
!e Prime Minister’s O#ce had% given April 2014 as a deadline 
for disbursing cash transfer through UIDAI platform for all major 
government schemes.

A cost bene"t analysis done by National Institute of Public 
Finance and Policy (NIPFP) says the savings for the government 
would be by plugging the leakage in implementation of government 
welfare schemes.”

First of all the Law is yet to be enacted and the UIDAI is 
operating with an executive sanction that has been questioned by 
the Parliamentary Standing committee as untenable and therefore 
cannot be continued. 

Even as it is the mandate of UIDAI is only for 600 million 
until 2014 and cannot be extended to 2020. !erefore when the 
entire population is not covered how the study can consider such a 
proposition is itself &awed. 

UIDAI meeting the target set for 2014 is doubtful since there 
are several confusions within the Government and the Ministry’s as 
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to who would be responsible for collecting the data. Whereas the 
Home Ministry has claimed that the National Population Register 
(NPR) would do this on their own. Hence the process has hit several 
road blocks and may not completely achieve the desired target. 

In the case of the Health Insurance scheme- Rashtriya Swasthya 
Bima Yojana (RSBY) Central Government has it seems decided to go 
for Smart Card. !is is one of the schemes that UID has included in 
its objective.  Financial Services Secretary D K Mittal has asked his 
o#cials to work out a convergence plan between "nancial inclusion 
initiatives and the RSBY smart cards. RSBY needs an embedded 
smart chip with 32kb of memory which can be upgraded further

Banks just need around 20kb space for di$erent services and it 
is very practical and feasible for them to adapt to UID. 

Some States have already adopted Smart Cards for various 
welfare schemes and UIDAI is also aware about it. 

Government recently introduced a slew of changes in LPG 
schemes and put a cap on the subsidy. !is is a welfare scheme 
that UIDAI claimed from the initial stage as an objective to check 
pilferage. So this is drastically reduced without UIDAI. !ough 
checks and balances are already in place with accurate data by the 
Oil Companies that is already in place and working well. 

Similarly PDS is a state Subject and several states have already 
introduced stern measures even without UID and they seemed to be 
under control. Hence this too goes out of the ambit. (Read a report 
on this ‘!e Hindu’.

All that is left would be the MNREGS, which is also strongly 
contested by those working in the "eld as far from claims of UIDAI

So the Government is misleading the Citizens by giving such 
false "gures just to further their dubious design and nothing else.
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“A full edged cost bene"t analysis of UID  is hampered by two 
problems. First, many of the gains from it are di#cult to quantify 
as they are intangible. A main bene"t of UID is that it can make 
many of the existing government programmes more demand-led, 
empowering the bene"ciaries to hold programmes accountable for 
their entitlement,” said the study released by planning commission 
deputy chairperson Montek Singh Ahluwalia and UIDAI chairperson 
Nandan Nilekani.

Half truths and improbability is glaring in this statement. 
!e huge cost on infrastructure and training which are necessary 
are not reckoned with UIDAI. !is is not only preposterous but 
cleverly packaged to hoodwink the masses. !is is also clearly an 
escape route and a `Red herring’ to say later that they did caution in 
the beginning. Unless a comprehensive statement that includes all 
costs are clearly explained, these are mere `Kite &ying’ and "ctitious, 
imaginary claims that cannot be substantiated as bene"ts at all.  

Eleven major government schemes Public Distribution System 
(PDS), LPG and Fertilizer subsidy, Mahatma Gandhi National 
Rural Employment Guarantee Scheme, pensions and scholarships 
cost the government around%Rs.%2,00,000 crore annually.

In PDS, once bene"ciaries are enrolled within the system, it 
becomes easier for them to claim their bene"ts because they can 
authenticate their presence as bene"ciaries. It also reduces leakages 
due to better matching of supply with demand, the Planning 
Commission study said.

PDS is administered by the State Government. In a federal 
structure like India, when there is already a hue and cry of 
infringement into the domains of the State by the Centre, this 
scheme will have to be fully accepted by the Ruling party. 
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State Governments are already aware about the pilferage and 
also the concerns of the people and are already taking steps to 
address them. Huge amounts of money are also being spent by the 
State towards this hence it cannot be shelved or duplicated. UID 
programme doesn’t integrate but is a stand alone programme that too 
thrust by the Centre, State would prefer to go by their proprietary 
data and plans rather than accept some other that is untested and 
incomplete.

Till now State Governments have never complained of ̀ Identity’ 
or the lack of it as a problem but determining the bene"ciaries and 
targeted groups. 

UID can never substitute the inspection, physical veri"cation 
of applicants for issuing the Ration Cards to targeted groups such 
as AAY-BPL sections. Further the Centre has already devised the 
programme of Vigilance Committees and also Model Citizens 
Charter that go a long way to check corruption as it involves some 
guidelines and methods. !erefore UID is totally redundant to the 
scheme.(Please read Chhattisgarh success story reported in !e 
Hindu)

Most important is the "xing of the criteria and monitoring 
rather than identity. !e planning Commission is yet to arrive at a 
benchmark on poverty and they have already stirred a hornet’s nest 
by &oating some funny ideas that has still not seen the light of the 
day. !erefore on what basis can the "gures be touted?

In the case of LPG, Oil Companies have devised scienti"c 
methods and stern measures including IVRS booking system that is 
fool proof, further the LPG Cylinders are delivered to the doorstep 
of the Customer and hence clearly identi"able. UID in no way 
helps improve or make the scheme any better. Probably it will only 
complicate and confuse the mechanism as too many parameters may 
delay the process.
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In Gujarat they are suppling through pipelines and no LPG 
Cylinders are required hence on what basis can you say that there 
would be pilferage?

Other schemes are already working well and there is no need 
for another UID number to improve that too after spending huge 
amount of money.  

“UID will make the migration experience in search of jobs 
easier by giving an identity to migrants in their destination locations. 
Similarly, rights and entitlements can be decoupled from the location 
of the resident,” the study said.

!e study also said that Aadhaar enabled system will reduce 
transaction costs involved in enrolling for a ration card in a new 
towns and villages, especially for migratory labour. “Such costs are 
expected to be driven down with a national identi"cation mechanism 
and Aadhaar can play this role e$ectively,” it said.

!is is clearly propaganda as no scheme or subsidy can be free 
and open ended. !e facts hidden are that there would be some fees 
levied for each transaction that would be a burden on the citizens 
without option of retracing as it is already introduced. !is is also 
indicated though in whispers otherwise administrative costs may 
go up to intangible heights defeating the very purpose of saving 
somewhere and loosing elsewhere. 

Will the UIDAI give a guarantee that no such thing will be 
done in the future? Just like Banks that allowed ATM’s to be freely 
used later on introduced a cap of 5 transactions not specifying what a 
`Transaction means’ and now Customers are bearing the brunt when 
they use debit cards for transactions?! !is is how they complicate 
the schemes on the gullible public.
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UID: THE FOUNDATION 
FOR INCESSANT INTRUSION

(Vickram Crishna)

!e Internet has grown from a loose and repairable interconnect 
between individual computers at inception to a vast interconnecting 
network of smaller networks, sprawling across the world and providing 
an incredibly wide range of communication options. Largely self-
governed, it has resisted the growth of corporate dominance until 
now, when even governments have been suborned into "nding 
ways to collaborate and turn over control to a shadowy group of 
transnational players who owe no allegiance to any political or social 
grouping or in&uence. Vickram Crishna looks at the implications 
for ordinary people in nations like India, where the penetration 
of pervasive control is both more rapid and more intense than has 
ever been experienced in the more advanced nations. !e latest 
gambit is to force digitisation of personally identi"able information 
(seductively called Aadhaar, or foundation, signifying the basis for an 
enormous assault on personal liberty) upon povertystricken persons 
who cannot directly gain from the Internet’s knowledge-enhancing 
bene"ts.

Vickram Crishna is an engineer with nearly forty years of 
experience in industry, the media and independent consulting 
with grassroots organisations in India and elsewhere to provide 
communication-related technology solutions for everyday 
independent living. He writes and edits on subjects ranging from 
the use of technology in everyday ustainable living to the natural 
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sciences, and works with children with special abilities in order to 
"nd ways to evolve equitable and inclusive ways of learning to live 
independently in the modern world.

!e Internet was born in the 1960s, with research from the UK 
being applied in the USA (through an academic collaboration), that 
resulted in the ability to allow computers to communicate with each 
other, connecting through self-healing networks. !e real innovation 
was in the design of such networks, and the motivation for that 
probably lies in the fear psychosis of the Cold War, when nuclear 
strikes might disrupt traditional circuit-switched telecommunication 
networks.

However, self-healing networks are a facsimile of real-world 
organic networks, found in human bodies as well as most other 
living creatures, to varying degrees of sophistication. One of the 
serendipitous bene"ts of this new technology was that existing 
telecommunication networks could be used with far more e#ciency. 
One characteristic of the new approach was that any circuit, even 
the smallest segment of a circuit, was used only for the precise 
amount of time that it was needed, leaving it free to be used as 
part of a di$erent circuit at any other time. !is was true of circuits 
that operated through physical wires as well as via electromagnetic 
radiation (typically radio, which had been developing in parallel 
with cabled communication through most of the 1900s).

Needless to say, this facility was not welcomed with open arms 
by the telecommunication industry, which, at the time, was able 
to charge huge sums for the use of their exclusive networks. !is 
hardly made any di$erence to the world as such, as such computer 
networks were mainly used by a small number of highly specialised 
engineers, some of whom provided consulting services for cademic 
researchers at universities.
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In the late 1980s, one such researcher, Tim Berners-Lee, an 
academic working at the prestigious CERN laboratory in Europe, 
was keen to "nd a way to get around the need for anyone requesting 
a communication, particularly a document, presently residing 
on another computer, to know the complete and precise location 
and title of that document. Responding to the need to simplify 
this problem, he devised an elegant naming system involving a 
new kind of computer language, calling it the hypertext markup 
language, or HTML. Documents created using HTML were in 
e$ect sel&ocating, making it possible to request them easily from 
anywhere, without needing to route peci"cally to the actual storage 
point. It rede"ned the concept of document as well, from the 
older ‘page’ basis to the new ‘character’ basis, where a transmitted 
communication might be a single character, or even a keystroke. 
Display devices using the same technology could actually display 
the document independently, without the need to store it locally 
or to use the same computer program needed to create it, using 
freely distributed display applications following this standard, called 
browsers.

!e two characteristics of the new communication technology 
were thus closely related, selfhealing and self-locating. It opened up 
a new era of public communication, the World Wide Web.

And it opened up a war.

!is war is one that has operated behind the scenes from the 
early 1990s till today, when it has taken on new and increasingly 
unpleasant dimensions. !is is no longer a war for control of land, 
or of hegemony over nations, as was the practice of most traditional 
wars fought with weapons of violence, or with fear and ignorance, as 
was the Cold War that came to an end just as the Web ushered in a 
new era of knowledge for all.
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!e present war, one fought as grimly as any war of violence, 
involves nothing less than hegemony over the mind, minds of 
ordinary people that are today, due to the liberating presence of 
easily accessible knowledge and information, better able to make 
decisions for themselves than at any previous time in recorded 
history. !e soldiers in this new war are no longer skilled wielders of 
violence, but masters of the honeyed word and diplomacy, "ghting 
to maintain the hegemony of corporatised entities over the essentials 
of trade and commerce worldwide.

!e essence of the new communications is decentralisation. 
!is represents the greatest threat to the accumulation of power 
since it "rst became possible, with the organisation of humans into 
tribes, millennia ago.

!e &ip side of the coin of decentralisation is personal 
empowerment through knowledge. As anthropologists and linguists 
have noted, communication has always gravitated towards obscurity, 
in order to hoard knowledge in the grip of adepts. With modern 
communications technology using evices, this is less and less true 
or at least, less relevant. Information has never been so available, in 
theory as well as in practice, and with it, the seeds of knowledge. 
Personal empowerment is the single most critical threat to the 
extreme agglomeration of power, itself a natural outcome of the 
organisation of human activity into corporatised entities, far more 
than the earlier creations of feudal empires.

!e weapons of the new war are therefore personal, to reduce 
the ability of the individual to assert herself. !is is accomplished 
through diminution of the individual herself, by intruding into 
her most private spaces, her body and her mind. And of course, 
her personal communications with others, that give strength to her 
knowledge through its sharing.
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!e tools of this war are called ‘intellectual property rights’ 
and ‘freedom of individuality’. Crafted to give the impression of 
empowerment, IPR actually facilitates the transfer of the freedom to 
create to paternalistic holding corporate entities. !is abstraction is 
not just theoretical, it is highly functional, and results in the inability 
of the individual to exercise any control over personal creations. !e 
institutions created for this purpose are almost laughable in the 
hollowness of their conception, but given the passage of close to 150 
years since their formalisation, have gained enormous in&uence.

Freedom of individuality has been traduced by paying lip 
service to the tradition of personal privacy, through mechanisms 
purportedly aimed at protecting that privilege, but in fact drawing 
borders around it and making it di#cult to discover when it has 
been breached. !is subtle destruction of the concept of personal 
identity, by the gross misuse of power, is State-sponsored to impose 
state-de"ned identi"cation methods upon ordinary people, directly 
impacting and virtually destroying their freedom of expression.

Rather than recognising and enshrining the intrinsic value of 
personal privacy, it is given an extrinsic value through the creation of 
weak government-managed institutions (universal identity systems, 
privacy commissions etc). !ese institutions are used to restrict the 
ability to exercise freedom of expression, and also to divide (and 
conquer) the communities of persons who organise themselves to 
safeguard these basic human values.

!e latest salvo from the forces of power involves attacks on 
self-routing networks, a necessary advance in technology, forced 
by the extraordinary increase in pervasive surveillance and lack of 
respect for basic human values.

From the birth of electronic computing, involving huge 
machines shielded behind impenetrable layers of obscurity, 
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communication technologies o$ering text, graphics, audio and 
video between individuals and groups as well are now available 
in handy devices at prices that make ubiquity almost possible, 
well beyond that of any earlier complex technology. In response, 
corporate entities have been handed extraordinary powers to surveil 
and intrude upon users of these technologies.

In India, these powers have been given to the telecommunication 
companies that run most of the country’s extensive circuit-switched 
networks, both wired, networks of which are majorly government 
owned, and wireless, the majority of which are privately held. Under 
the guise of simplifying operations, surveillance responsibilities are 
handled in practice by the companies, instead of by the state. O#cial 
requests for surveillance have crossed 10,000 in the past year, most 
of which have been without any form of oversight exercised, but 
there is no way of knowing the extent of uno#cial surveillance.

For pure digital communications, such surveillance hardware 
is installed (again by mandate) on servers at all commercial network 
distribution points. It is di#cult, if not impossible, to ascertain 
the extent to which surveillance takes place, as the law permits 
clandestine snooping without prior judicial oversight.

Aside from surveillance of digital communications, control can 
be exercised by monitoring other aspects of civilised life – shopping, 
banking and availing of other public services. To facilitate this, the 
world’s largest personal identi"cation database is being built in India. 
Technically, the organisation doing this is an arm of the government, 
set up as an authority under the Planning Commission, but in 
actuality, its operations, supervised by a former private corporate 
manager, are being handled directly by independent corporate 
entities, two of them foreign-registered. One of them is unashamedly 
the largest surveillance company in the world, sta$ed by former spy 
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and security chiefs from the world’s biggest security agencies (CIA, 
FBI, etc). !e identi"cation number is branded Aadhaar, meaning 
foundation, an almost risible expression of Newspeak, coined by 
isionary George Orwell, in his dystopian world of ‘1984’. In the 
real world, it is set to be the foundation of constant and ceaseless 
surveillance.

How will this happen? !e identi"cation number was blatantly 
launched as a voluntarily registered system to be used for the delivery 
of State guaranteed goods and services (and, increasingly, this is 
being translated into cash and services, funneling business to the 
banking sector) to persons direly in need of assistance. Today, there 
is an almost hysterical urgency to the rapidity with which it is being 
mandatory for government employees, teachers, people who need 
to buy petrol, cooking gas, use credit cards, telephones, maintain 
banking accounts, obtain driving licenses... the list is endless, and it 
is beginning to cover every conceivable transaction of urban civilised 
society dwellers. !e pressure of getting the number is far more 
upon relatively a(uent and less needy persons than upon the deeply 
poverty-stricken, uncountable percentages of who are excluded 
from the social net, but for whom the unique identity number will 
provide no relief.

!is means that the number, and with it, the biometric capture 
and recapture, will be fed into low cost point-of-sale devices across 
every level of transaction, even relatively high value items that have 
zero impact upon the subsidy systems whose cleansing is said to 
be the point of having such a unique identi"cation system in the 
"rst place. !e "rst pilot service, conducted with great fanfare a few 
months back, conceived portable devices to be carried by cooking 
gas cylinder delivery people.

It was a signal failure, which has not, for some reason, deterred 
the people behind the scheme from proceeding.
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!e daily poverty line "gure was recently set at around Rs 
28/32 for rural/urban dwellers. !is adds up over a month to under 
Rs 1,000, thus it is clear that such persons cannot buy unsubsidised 
cooking gas, which is going to be priced above Rs 900 per cylinder. 
!us the cooking gas scheme is clearly aimed at ‘solving’ a problem 
that does not concern the massively poor.

When low cost devices are used for biometric capture and 
transmission of that data across public data networks, the scope for 
illicit tampering with identity becomes signi"cant. Even though 
it is likely that such data might be encrypted before transmission, 
the machine itself might be tampered with (there will be hundreds 
of thousands, perhaps millions, of such machines, and it will be 
impossible to guard all of them, once they are out in the "eld). Even 
from non-tampered machines, data can be stolen by inserting data 
diverters in the network. Of course, this data will be encrypted, but 
it will be fairly straightforward to break the encryption given enough 
time.

Over time, many sets of digital "ngerprints (and perhaps 
iris scans, although these have not at present been authorised for 
authentication) will be stolen, and matching such data to real names 
is possible with established data mining techniques. It becomes 
reasonably possible then to use falsi"ed data to spuriously obtain 
a positive response from the authentication system, thus nullifying 
any advantage gained from a so-called unique identi"cation system. 
It also becomes possible to monitor and track the transactions of 
registered individuals, whether this involves making a purchase or 
of using public markets. Worse, it enables such transactions to be 
followed geographically, thus allowing surveillers to accurately track 
individuals’ movements.

Note that the linked security services (for which UID data 
will be immediately and directly available) are not, therefore, the 
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only monitors. Illicit and predatory third parties will also have the 
ability to surveil individuals, something that is exceedingly di#cult 
nowadays, unless the private and personal data is stolen by some 
other means, and all consumer services are interlinked for some 
other reason, not yet implemented.

Against this, how are individuals going to maintain their privacy 
and assure themselves the freedom necessary to express themselves 
without fear? With extreme di#culty, it appears.

Recent cases in the USA reveal that even the most private email 
communications are liable to be surveilled by the government (with 
a total of 1.3 million o#cial surveillance requests this year), and 
there is no guarantee that information privy to even investigations 
pertaining to the highest national security is freely leaked to the 
media, despite the fact that it involves private citizens who have 
committed no o$ense. !e Indian identi"cation authority is openly 
discussing and planning how to rapidly carry out (well before the data-
gathering exercise is even halfway completed) data synchronisation 
linking banking, shopping and government exchange transactions 
to the individual, leaving very little private, since communications 
by telephone and computer (including smartphones) are already 
monitored closely. And a recent move by !e Netherlands seeks 
to legally enable cross-border computer surveillance (including the 
ability to destroy local "les and even disable the computing device, 
without warrant or permission from local authorities). !is move 
takes place as the European Union o#cially pressurises other nations 
(including India) to concede to data sharing agreements before 
agreeing to allow lucrative data processing contracts to be concluded. 
!e Dutch move is speci"cally aimed at disrupting technology 
designed to protect the privacy of individuals by obscuring network 
markers that might otherwise identify their computing devices.
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Needless to say, this all forms part of an attack based on the 
external imposition of markers of identity, ignoring and oftentimes 
denying community-driven identity systems that have evolved over 
time. Since the late 1800s, the practice of ‘recognised’ identity 
numbers became commonplace, with the gradual introduction 
of national passports and related identity systems. !ese numbers 
have replaced names as critical identi"ers, and one of the most 
egregious examples of how such systems can be misused dates 
back to the gigantic con&ict commonly called World War II, when 
some six million of the tens of millions of casualties were civilians, 
incarcerated in ‘concentration camps’, and systematically murdered 
in cold blood. As an crucial part of this exercise, each of these persons 
was dehumanised "rst by tattooing a number on the arm.

Possibly in macabre jest, the chairman of the UIDAI responsible 
for issue of similar numbers in India, Mr Nandan Nilekani, also 
suggested that illiterate persons in India could tattoo themselves 
with the number his organisation has imposed upon them in order 
to remember their new identities. Somehow, this does not quite 
match the humour of comedians like Spike Milligan (Hitler: My 
Part In His Downfall) or Mel Brooks (History of the World Part 
1), but then those two actually earned intellectual credentials in the 
course of their long and illustrious careers, rather than accumulate 
money through stockmarket valuations of outsource businesses.

Research by major world-recognised academics has established 
that the use of biometrics to underpin universal identi"cation systems 
is fraught with danger. !is arises principally from two distinct areas: 
risk of change of biometric indicators over time (aging) and risk of 
theft. !e risk of aging has been established by large-scale testing 
by other national agencies researching the use of biometrics for this 
purpose. South Korea studied 50,000 individuals over two years, 
and concluded that the risk of biometric indicators changing in 
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that period was too high to make a biometric identi"cation system 
cost-e$ective (as so many people would need to get their identi"ers 
repeatedly updated). !e only pilot study conducted in India, a few 
months ago, examining authentication, concluded that it would fail 
for about 1 million Indians, a fact that was concealed by quoting 
percentages, naturally a very small-looking number in the context of 
the gigantic Indian population.

!e risk of theft is far more subtle. A well-cited study by 
academic Paul Ohm (Broken Promises of Privacy) reveals that it is 
becoming increasingly trivial to analyse large data stores in order 
to extract personally identi"able information. !e process of large-
scale authentication of individuals, on the other hand, necessary for 
the use of universal identi"ers in all kinds of transactions, such as 
delivery of social bene"ts, regular banking, shopping, lends itself 
strongly to illicit digital datagathering, which can then be decrypted 
at leisure. !is process is much simpli"ed when data is arranged in 
known patterns, as will inevitably happen at cash machines, card 
swipe devices, pointof- sale devices and so on. Such large-scale theft 
has already been noted from similar machines, which are rarely 
checked once installed (since both users and operators are barely 
aware that the devices are computer peripherals).

Once digital identi"ers can be illicitly linked to known persons, 
it becomes a relatively trivial exercise to scam the system by assigning 
such identi"ers to fraudulent persons, or even to nonpersons.

!is is only trivial in the sense that it has already been done, 
and systems to accomplish it are sold in black markets created 
for the purpose. From the point of view of the thief, one identity 
thus misused may yield a small sum before being discarded (and 
the operation repeated many times over to earn huge sums), but 
for the individual who’s identity is stolen, it is a nightmare. !is 
person must now re-establish the link between the digital biometric 
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markers (which incidentally may have changed since the last time 
of recording) and the self, which has already been subsumed into a 
compromised universal identi"cation system.

To counter this, nothing less than the ceaseless vigilance of 
individuals is needed, to protect themselves from falling into traps 
of convenience to give away priceless information. Information 
that can be used to identify them, to sell them goods and srvices, 
conditioning them as surely as Aldous Huxley envisioned the 
genetically engineered humans of his brave new world. !e "rst 
step is to resist the blandishment of illusory returns from universal 
identi"cation systems, to ask those who seek to impose such systems 
to come back to "rst principles, and reveal why such universal 
identi"cation is of universal bene"t.

Leakages in social welfare, for instance, are already being tackled 
successfully through both technological and social means, and the 
convenience of easy shopping can be achieved through much less 
dangerous and locally valid means than the creation of a national 
database. Such a system (a local personal identi"er) has been tried, for 
instance, by the Pune Municipal Corporation, working in tandem 
with local banks and other entities, but this successful exercise was 
completely and deliberately ignored by UIDAI while designing its 
own controversial ‘universal’ solution. Local personal identi"ers 
(such as library and club cards) are also useful for many ordinary 
purposes, but lack ‘o#cial’ recognition, which itself is clearly part of 
the problem. As Albert Einstein famously said, no problem can be 
solved using the same kind of thinking that created it.

It is time we began thinking for ourselves, instead of outsourcing 
our thinking to the kind of government that creates problems by 
serving the narrow interests of business.
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INCARNATION OF NEW GEO#STRATEGIC 
TOOLS, NCTC, NATGRID, UID, RFID, NPR ETC  

(Gopal Krishna)

"If everyone is thinking alike, someone isn’t thinking" said 
George Patton who was a US General during World War II.

National Counter Terrorism Centre (NCTC), like a number 
of other related initiatives such as National Intelligence Grid 
(NATGRID), Unique Identi"cation Authority of India (UIDAI) 
and Registrar General of National Population Register (NPR) is 
being established through governmental noti"cations or subordinate 
legislations rather than legislation passed in Parliament in manifest 
contempt towards legislatures, States and citizens’ democratic rights. 

Union Home Ministry, Government of India has noti"ed the 
setting up of the anti-terror body called NCTC on February 3, 
2012 through National Counter Terrorism Centre (Organisation 
functions Powers and Duties) Order 2012. NCTC is headquartered 
in New Delhi. It will have the power to carry out operations 
including arrest, search and seizure. It will draw its functional 
power of search and seizures under the provisions of the Unlawful 
Activities (Prevention) Act (UAPA), 1967 and amendments therein. 
It is supposed to work as an integral part of Intelligence Bureau (IB). 
!e noti"cation mandates the terror-"ghting agencies to share their 
inputs with NCTC and it also appoints the director and his core 
team. Director of NCTC will have full functional autonomy and 
he will have the power to seek information on terror from National 
Investigation Agency (NIA), NATGRID, intelligence units of CBI, 
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National Technical Research Organisation (NTRO) and directorate 
of revenue intelligence in addition to all seven central armed police 
forces including National Security Guard (NSG). He will report 
to the IB chief and the home ministry. !e noti"cation was issued 
under the Article 73 of the Constitution of India.

Expressing concern about the conspiracy of the non-state 
actors that disturbs the con"dence of ‘global investor’, the 121 page 
2009 report of the Task Force on National Security and Terrorism 
constituted by the undeclared undemocratic political party of 
pre-independence times - Federation of Indian Commerce and 
Industry (FICCI)- refers to assassination of Austrian Archduke 
Franz Ferdinand on June 28, 1914 by Gavrilo Princip, a Yugoslav 
nationalist, as a terrorist act that led to World War I. !is war 
narrative runs all through the report that explicitly recommends the 
evolved framework of counter terrorism in USA, UK and Israel and 
commissioning of safe city plan by companies at page 96. 

!e fact is politically powerful members of the Serbian military 
armed and trained Princip and two other students as assassins and 
sent them into Austria-Hungary for the act.  !e reasons for the war 
goes deeper, involving national politics, cultures, economics, and a 
complex web of alliances and counterbalances that had developed 
between the various European powers since 1870 including previous 
economic and military rivalry in industry and trade. FICCI report 
is quite shallow and deals with selective historical facts. It refers 
to possible targeting of Indian, Western and Jewish installations 
as retaliation against ongoing North Atlantic Treaty Organisation 
(NATO), a 28 nation military alliance led operations in Afghanistan. 
It contends that the link between Afghanistan and Jammu & 
Kashmir is permanent.    

At page 70, the FICCI report argues for a secure E-network for 
connecting all district headquarters and police stations NATGRID 
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under National Counter Terrorism Agency and observes, “As 
Nandan Nilekani goes into operationalising the UIDAI there 
is a case for factoring inclusion data as part of the national grid 
to assist in counter terrorism.” !is is not the "rst time that 
NATGRID and UID link is underlined. Another joint report of the 
Associated Chambers of Commerce and Industry (ASSOCHAM), 
an undeclared political party of companies and KPMG, Swiss 
Consultancy titled “Homeland Security in India, 2010” had 
revealed it. ASSOCHAM’s  joint report of June 2011 with Aviotech, 
an initiative of the promoters of the Deccan Chronicle Group titled 
“Homeland Security Assessment India: Expansion and Growth” 
refers to the “!e requirement in Biometrics for all the subsequent 
programs under the National Census will become signi"cant. !is 
shows where the NPR program which is linked to UID is headed. 

It is noteworthy that the origins of the Unique Identi"cation 
(UID) and Radio-Frequency Identi"cation (RFID) process within 
the US Department of Defense started under Michael Wynne, 
former Under Secretary of Defense for Acquisition, Technology 
and Logistics (AT&L) from 2003 till 2005 that started the UID 
and RFID industry. Within NATO, two documents deal so far 
with unique identi"cation of items. !e "rst one is standardization 
agreement which was rati"ed in 2010. !e second one is a “How to 
“guide for NATO members willing to enter in the UID business. Is 
India a NATO member? It appears to be behaving like one. 

In such a backdrop, the most recent proposal of both the 
Election Commission of India and the Unique Identi"cation 
Authority of India (UIDAI) to Union Home Ministry “to merge 
the Election ID cards with UID” is an exercise in rewriting and 
engineering the electoral ecosystem underlining that the use of 
biometric technology and Electronic Voting Machines (EVMs) is 
not as innocent and as politically neutral as it has been made out to 
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be. !is proposal makes a mockery of the recommendations of the 
Parliamentary Committee on Finance on UID Bill. It is noteworthy 
that all EVMs have a UID as well. Notably Land Titling Bill makes 
a provision for linking land titles to UIDs of Indian residents. !ese 
acts of convergence will undermine the constitutional rights and 
change the meaning of democracy as we know it. It is an act of 
changing both the form and content of democracy and democratic 
rights in a new technology based regime where technologies and 
technology companies are beyond regulation because they are bigger 
than the government and legislatures.       

At page 92 of the FICCI report, it is acknowledged that 
Government of USA has made concerted e$orts to leverage IT as a 
weapon against terror and has spent billions of dollars on IT related 
projects. !ese projects include common information exchange, 
systems for mining data from collection of unsorted documents and 
databases, biometric identity cards etc. Launched in April 2010, 
World Bank’s eTransform Initiative that is working to converge 
private, public and citizen sector with an explicit ulterior motive to 
transform governments beyond recognition "t into the scheme of 
US IT e$orts.    

!e report seeks role of private sector in "ghting terror. It 
underscores a “National Counter Terrorism Architecture”. It 
recommends ‘National Counter Terrorism Agency with all India 
jurisdiction as a central system for intelligence gathering, analysis 
and dissemination of information’. It approves of the ‘formational 
of National Intelligence Grid  as an integrated model of information 
sharing under the proposed National Counter Terrorism Agency’ as 
‘an urgent imperative.’ At page 49, the report refers to UN Security 
Council Resolution 1373 adopted in September 2001 for initiating 
action if tangible evidence exists. It recommends intense attack 
should a Mumbai style attack happen again as a hard option and 
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joint military interaction and economic free trade zone as a soft 
option.  

It reveals that the subject of security has entered the corporate 
board room. Now they seek NGO participation for security 
education as part of Corporate Social Responsibility and private 
sector role in the national security and counter terrorism sector as 
well. It suggests amendments in the Private Security Agencies Act, 
2005 to ensure licensing by a national regulator for those private 
security agencies which have an annual turnover of Rs 100 crore 
or employing 10, 000 or more guards and experience in security 
business to carry weapons. !is appears to be the "rst step in the 
direction of privatization of national security sector and the second 
step being private sector participation in the NATGRID.     

A perusal of the report gives the impression that given the 
fact that objections of Chief Ministers and MPs are not rooted in 
concerns for civil liberties, they are simply interested in getting the 
Home Ministry to stop the misuse of Intelligence Bureau which 
has also been recommended by the FICCI report. Concerns of 
citizens and progressive political parties are based on the grave 
threat potential of NCTC, NATGRID, NPR, UID/Adhaar, Radio 
Frequency Identi"cation (RFID) and DNA Pro"ling Bill for 
democratic rights which are under assault from both the central 
and state governments. What else can explain the studied silence 
of most of the Chief Ministers in the matter of biometric pro"ling 
through UID/Adhaar and NPR that has been rejected by the 
Parliamentary Standing Committee on Finance. UID/Adhaar, NPR 
and NATGRID and NCTC are two sides of the same coin. !ey are 
two ends of the same rope. !ey pose an unprecedented threat to 
constitutional rights and the federal structure of the country.  

Home Ministry’s NCTC meets FICCI’s demand and is 
obstinately reluctant to pay heed to the demands of citizens, 
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Chief Ministers and opposition MPs and even MPs from United 
Progressive Alliance.   

!e Indian NCTC is a poor imitation of USA’s National 
Counter Terrorism Center (NCTC). US NCTC was formed in 
2003. It is a governmental organization responsible for national 
and international counter terrorism e$orts that advises government 
of USA on terrorism. It works under USA’s Director of National 
Intelligence which operates on an annual budget of $49.8 billion and 
approximately 1,500 people. It draws experts from the CIA, FBI, 
the Pentagon, and other agencies who try to ensure that clues about 
potential attacks are not missed. Matthew G. Olsen was sworn as 
the Director of NCTC after his appointment was con"rmed by the 
US Senate. He reports to the Director of National Intelligence and 
to the President of USA. In his earlier assignment, he has supervised 
the implementation of the Foreign Intelligence Surveillance Act. 

USA’s NCTC is headquartered in McLean, Virginia. !e 
precursor organization of NCTC, the Terrorist !reat Integration 
Center established on May 1, 2003, was created by the President 
of USA by an Executive Order. It was established in response to 
recommendations by the National Commission on Terrorist Attacks 
Upon the United States that investigated the terrorist attacks on 
September 11, 2001. !e Intelligence Reform and Terrorism 
Prevention Act of 2004 renamed Terrorist !reat Integration Center 
to NCTC and placed it under the United States Director of National 
Intelligence. NCTC analyzes terrorism intelligence (except purely 
domestic terrorism), stores terrorism information, supports USA’s 
counter terrorism activities using information technology, and 
plans counter-terrorism activities as directed by the President of the 
United States, the National Security Council, and the Homeland 
Security Council. 
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India and USA Signed Counter Terrorism Cooperation 
Initiative on July 23, 2010. It was initialed on the sidelines of the 
visit of Dr Manmohan Singh to the US in November, 2009. !e 
then Union Home Secretary, G.K. Pillai signed for India whereas 
Ambassador Timothy J. Roemer signed on behalf of the USA. 
Nirupama Rao, Indian Foreign Secretary was also present on the 
occasion. It seeks to further enhance the cooperation between two 
countries in Counter Terrorism as an important element of their 
bilateral strategic partnership. !e initiative, inter alia, provides 
for strengthening capabilities to e$ectively combat terrorism; 
promotion of exchanges regarding modernization of techniques; 
sharing of best practices on issues of mutual interest; development 
of investigative skills; promotion of cooperation between forensic 
science laboratories; establishment of procedures to provide mutual 
investigative assistance; enhancing capabilities to act against money 
laundering, counterfeit currency and "nancing of terrorism; 
exchanging best practices on mass transit and rail security; increasing 
exchanges between Coast Guards and Navy on maritime security; 
exchanging experience and expertise on port and border security; 
enhancing liaison and training between specialist Counter Terrorism 
Units including National Security Guard with their US counter 
parts.

Within India, NCTC traces its genesis, objectives, structure 
and powers of the proposed NCTC in the recommendations of 
a Group of Ministers in 2001 that reviewed the internal security 
system in the aftermath of the Kargil con&ict that made a case for the 
establishment of a Multi Agency Centre (MAC), a permanent Joint 
Task Force on Intelligence and an Inter State Intelligence Support 
System, which were broadly accepted by the NDA Government. It 
seeks justi"cation from the 2008 report of the Second Administrative 
Reforms Commission that recommended a Multi Agency Centre 
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should be converted into a National Centre for Counter Terrorism 
with personnel drawn from di$erent intelligence and security 
agencies. 

NCTC’s mandate is to draw up plans and coordinate action 
for counter terrorism. Its duties and functions are con"ned to 
counter terrorism. !e O#ce Memorandum dated February 3, 
2012 provides for a Standing Council consisting of the Director, 
NCTC, the three Joint Directors, NCTC and the Heads of the 
Anti-Terrorist Organisation or Force in each State. !e Standing 
Council shall meet as often as necessary and may also meet through 
video conference. !e Standing Council shall ensure that NCTC 
is the single and e$ective point of control and coordination of all 
counter terrorism measures. It is proposed to subsume the Multi 
Agency Centre in the NCTC. Home Minister has argued that the 
location of the NCTC, the Cabinet Committee on Security decided 
to place it within the Intelligence Bureau (IB) as per the guidance by 
the recommendations of the Group of Ministers made in 2001 that 
IB shall be “the nodal intelligence agency for counter intelligence 
and counter terrorism within the country.” 

It appears that there is complicity between Indian National 
Congress and Bhartiya Janata Party. !e latter appears more 
concerned about the form rather than the undemocratic and 
regressive nature of the proposals. Not surprisingly, in his key note 
address at the FICCI conference on national security and terror, 
former National Security Advisor, Brajesh Mishra opined that at 
least the political leadership of Congress and BJP should unite and 
should not allow electoral politics to defeat in National Interest. 
He advocated Federal Counter Terrorism Agency even if requires 
constitutional amendments terming States right to the subject of 
law and order as a mere political excuse but revealed that IB is 
involved in the business of political intelligence. In such a situation, 
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his recommendation for NCTC like agency which operates under 
IB is quite inconsistent.          

In the case of USA, the 9/11 Committee recommended, "!e 
NCTC should perform joint planning. !e plans would assign 
operational responsibilities to lead agencies, such as State, the 
CIA, the FBI, Defense and its combatant commands, Homeland 
Security, and other agencies. !e NCTC should not direct the 
actual execution of these operations, leaving that job to the agencies. 
!e NCTC would then track implementation; it would look across 
the foreign-domestic divide and across agency boundaries, updating 
plans to follow through on cases." 

It has been observed that legal experts who have analysed both 
US and Indian versions of NCTC that empowering an intelligence 
agency with executive action poses gravest threat to democracy and 
civil rights. At best NCTC is supposed to make information sharing 
better. Indian Home Ministry cannot do a cut and paste of selective 
USA’s legislative provisions without a national anti-terrorism law 
being in place and without explicitly safeguarding civil liberties.

In any case in the US, the NCTC is a legal institution set up 
through legislation after bipartisan consultations, without legal 
powers to arrest, detain, interrogate, search, etc. !e Indian NCTC 
has been set up by executive noti"cation under the Unlawful 
Activities Prevention Act of 1967. !is act of subordinate legislation 
does not have legislative mandate.  

Parliamentarians and senior lawyers have been contended 
that IB is used for harassing political opponents. IB is supposed 
to undertake clandestine intelligence collection. However, it is 
strange that while giving powers of search and arrest to the NCTC 
is unwarranted at the centre such arbitrary powers are uncalled for 
even for states. 
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Several Chief Ministers have expressed persistent opposition. 
!ey were not consulted before the noti"cation of the NCTC. It 
violates the federal structure of the country. !e potential of misuse 
of NCTC by the IB is immense can create Emergency like situation. 

In his reply to the discussion on the President's Address and 
as part of motion of thanks on the President’s address, the Prime 
Minister on March 20, 2012 told the Parliament, “Concerns have 
been raised that the Central Government is trying to encroach upon 
the jurisdiction of State Governments, and it has been suggested that 
they should be taken into con"dence before this Centre becomes 
operational. !e question of setting up the National Counter 
Terrorism Centre has been discussed at various fora since the report 
of the Group of Ministers, appointed by the previous Government, 
and the recommendations of the Second Administrative Reforms 
Commission, were submitted. Multi-agency Centre that was 
established in 2001 was a precursor to the NCTC and the need for 
a single and e$ective point of coordination for counter terrorism has 
been discussed in meetings on Internal Security of Chief Ministers 
in the last couple of years.”

He further said, “As has been pointed out by some Members, 
a number of CMs have expressed their concern after the Order was 
issued and I have replied to them that there will be consultations 
before the next steps are taken. !e consultation was held on 12th 
March, 2012 with the Chief Secretaries and the DGPs from di$erent 
State Governments…!erefore, adequate and full consultations 
will take place before the next steps are taken to operationalise the 
National Counter Terrorism Centre.”

Prime Minister added, “I think that the idea of an NCTC and 
the manner in which the NCTC will function are two separate issues. 
!e idea of National Counter Terrorism Centre, you have all agreed, 
is unexceptional. On the manner in which the NCTC will function, 
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there may be di$erences of opinion, but I am con"dent that through 
discussions and dialogues, these di$erences can be narrowed down 
and a broad-based consensus can be arrived. !at will be our e$ort, 
and, therefore, this House has the assurance that nothing will be 
done which will, in any way, infringe with the federal imperatives of 
our constitutional set-up.”

Prime Minister’s reply on NCTC failed to convince the MPs in 
the Parliament. It was stated by the Chairman, Parliamentary Standing 
Committee on Home A$airs in the Parliament on March, 2012 that 
central government did not consult with the Chief Ministers of the 
States in constituting the National Intelligence Grid (NATGRID) 
and the National Counter Terrorism Centre (NCTC). He said, 
“!ese bodies encroach upon the federal structure of the country 
and dilute the rights of the States.” !ere was an unprecedented 
voting on this issue wherein President’s Address mentioned it. 82 
votes were against the government’s current proposal and 105 votes 
in favour. It is clear that there is massive opposition within the 
Parliament and outside it. 

It has been argued in the Parliament that “in USA and the 
United Kingdom, there are Oversight Parliamentary Committees to 
look into the activities of the Intelligence Bureau, which is not here 
in India.”  

!e opaque manner of Ministry of Home A$airs (MHA) 
merited strong objection because it has chosen not seek the consent 
of legislatures, states and citizens. !e IB has no legal basis for its 
existence nor legal charter to do any operations work.  

It is noteworthy that a 20 page Private Members’ Bill titled !e 
Intelligence Services (Powers and Regulation) Bill, 2011 has been 
introduced the Lok Sabha by Manish Tewari “to regulate the manner 
of the functioning and exercise of powers of Indian Intelligence 
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Agencies within and beyond the territory of India and to provide for 
the coordination, control and oversight of such agencies.. 

Bills’ Statement of Objects and Reasons reads: “Intelligence 
agencies are responsible for maintaining internal security and 
combating external threats to the sovereignty and integrity of the 
nation. !ese responsibilities range from counter-terrorism measures 
tackling separatist movements to critical infrastructure protection. 
!ese agencies are operating without an appropriate statutory basis 
delineating their functioning and operations. !is tends to, among 
other things, compromise operational e#ciency and weakens the 
professional fabric of these agencies. It also results in intelligence 
o#cers not having due protection when performing their duties. 
Assessments and gathering of information by intelligence agencies 
are catalysts for law enforcement units to act, necessitating that 
these be reliable, accurate and in accordance with law. !is kind of 
e#ciency has been hindered by obscured responsibilities that have 
plagued the functioning of the agencies.”

It further reads: “Article 21 of the Constitution provides that 
no person shall be deprived of his life and personal liberty except 
according to the procedure established by law. !e Supreme Court 
of India has carved a right to privacy from the right to life and 
personal liberty. Such rights to privacy are compromised when 
agencies undertake surveillance operations. In Re: Peoples Union 
of Civil Liberties vs. Union of India, the Supreme Court issued 
detailed guidelines regarding telephone tapping. A proper legal 
framework is required to regulate surveillance of ther forms, using 
di$erent technologies, as well. !ere is an urgent need to balance 
the demands of security and privacy of individuals, by ensuring 
safeguards against the misuse of surveillance powers of intelligence 
agencies. !erefore, legislation is imperative to regulate the possible 
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infringement of privacy of citizens, while giving credence to security 
concerns.”

It states, “In view of the reasons stated, the Bill seeks to enact a 
legislation pursuant to Entry 8 of List I of the Seventh Schedule of 
the Constitution of India to provide a) A legislative and regulatory 
framework for the Intelligence Bureau, the Research and Analysis 
Wing and the National Technical Research Organisation; (b) 
Designated Authority regarding authorization procedure and 
system of warrants for operations by these agencies; (c) A National 
Intelligence Tribunal for the investigation of complaints against 
these agencies; (d) A National Intelligence and Security Oversight 
Committee for an e$ective oversight mechanism of these agencies; 
and (e) An Intelligence Ombudsman for e#cient functioning of 
the agencies and for matters connected therewith. !e Bill seeks to 
achieve the aforesaid objectives.” 

!is Bill merits attention of MPs of all political parties so that it 
can be improved further. It needs to be examined by a High Powered 
Parliamentary Committee whose recommendations are mandatory.  
!ere is a need for a law and a Commission for Parliamentary 
Scrutiny and Audit of Intelligence Operations. !is is glaringly 
illustrated by a private member’s bill seeking to bring intelligence 
agencies under parliamentary scrutiny introduced by the national 
spokesperson of Indian National Congress. For sure, somewhere 
lack of accountability of these agencies pinches even the MPs of the 
ruling party. What can be more irrational than creating institutions 
like NATGRID and NCTC without the passage of the above Bill?      

It is noteworthy that US version of NCTC too has a legal 
basis.  UK "Joint Terrorism Analyses Centre" (JTAC), which is 
under the MI-5 (UK intelligence agency) too have legal basis under 
the Security Service Act, 1989. It has also been codi"ed.  JTAC is 
bound "by the provisions of the Intelligence Services Act, 1994. It is 
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subject to the oversight of the Parliament's Intelligence & Security 
Committee". But the proposed NCTC in India does not have any 
legislative mandate. IB is “not accountable to Parliament". 

In democracies like UK, British intelligence agencies and police 
record the proceedings which are inspected by UK Parliament's 
Intelligence & Security Committee. In India, Home Ministry 
appears to be resisting legislative scrutiny and undermining the 
federal structure of the country. Following strong disapproval of 
NCTC by states and human rights groups, Union Home Minister 
wrote to 10 non- Congress Chief Ministers.  

NCTC is contrary to numerous constitutional, legal and 
administrative provisions. States rightly consider establishment 
of NCTC as an encroachment upon their law and enforcement 
powers and federalism features of Indian constitution. Citizens are 
deeply concerned about enforcement of civil rights by agencies like 
Home Ministry’s NCTC, Registrar General of National Population 
Register (NPR) and Capt Raghu Raman headed NATGRID, 
Crime and Criminal Tracking Network and System (CCTNS) 
for automating police stations across the country, Sam Pitroda 
headed Public Information Infrastructure and Innovations and 
Planning Commission’s Nandan Manohar Nilekani headed Unique 
Identi"cation Authority of India (UIDAI) and surveillance and 
biometric technologies like Radio Frequency Identi"cation (RFID). 
!e legislative proposals like DNA Pro"ling Bill, 2012 also fall in 
this category.  

!ere is an immediate need for parliamentary scrutiny of the 
pre-existing intelligence agencies and mandatory legislative consent 
for the creation of security, surveillance and database agencies 
besides the agreement of the States and the citizens.  At present there 
is no transparency and accountability of the working of intelligence 
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agencies and in the creation of the proposed agencies. At a time 
when the constitutionality of the National Investigation Agency 
(NIA) Act, 2008 itself is in question and found unacceptable by 
the States, the NCTC proposal was fated to meet sti$ and bitter 
opposition from all. 

It is noteworthy that Central Bureau of Investigation (CBI), 
National Investigation Agency (NIA) and NATGRID are exempted 
from the applicability of Right to Information Act, 2005, the only 
transparency law of India. !is exemption for CBI and NATGRID 
which are not governed by any law at all is quite bizarre. Also 
exemption of NIA whose existential legality has been contested is 
questionable.    

Such exemptions are unacceptable given the fact that central 
monitoring system (CMS), a centralised mechanism that is meant 
to assist in lawful interception of communications from landline, 
mobile and Internet without any lawful interception law in India. 
India does not have any legal and constitutionally sound phone 
tapping and e-surveillance law.  !e birth of NCTC itself is 
illegitimate. !e fact that it will rely on the databases of agencies 
which are themselves working without any legislative and democratic 
mandate is quite unnerving.    

P Chidambaram's letter on NCTC to 10 Chief Ministers of 
Bihar, Gujarat, Himachal Pradesh, Jharkhand, Karnataka, Madhya 
Pradesh, Odisha, Tamil Nadu, Tripura and West Bengal failed to 
persuade the CMs. By now it is clear that the Home Minister’s 
letter and Prime Minister’s assurance has failed to convince the 
MPs, MLA, MLCs or Chief Ministers. Concerns of citizens about 
inbuilt threats to democratic rights from the NCTC and related 
proposals also merit the attention of both the states’ legislatures and 
the Parliament. 
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While States and citizens are concerned about their rights 
and are resisting e$orts to turn them into subjects of centralized 
powers, the emergence of a regressive convergence economy based 
on databases and unregulated surveillance, biometric and electoral 
technologies remains largely unnoticed and unchallenged. Political 
clout of technology based companies seems to be creating a property 
based rights regime through "nancial surveillance making national 
boundaries redundant.          

NPR, NATGRID, NCTC and UID are unfolding without 
any legal mandate. It appears UID was and remains an attention 
diversion exercise. !e real work is being done by Home Ministry. 
Even Parliamentary Committee on Finance erred in accepting 
Ministry’s NPR initiative by implication in its recommendations 
while denouncing the illegality of biometric data collection. What is 
happening is the same Home Ministry will have Census data, NPR 
data, NATGRID data and the NCTC-their integration is creating 
world's most powerful database since mankind came into existence.

Non Congress governments in states are acting like unthinking 
obedient boys in the matter of NPR, NATGRID and UID. Mere 
opposition to NCTC is hardly su#cient because with NPR, 
NATGRID and UID alone they can do what the central government 
wants without NCTC. NCTC is proposed to obey an illegal UN 
Security Council Resolution of Sept 28, 2001. India's cooperation 
has already been coopted by entrusting Ambassador Hardeep Singh 
Puri, Permanent Representative of India to the UN. 

!us, Manmohan Singh (head of Cabinet Committee on UID 
related issues including NPR), Montek Singh (head of UID as its 
under Planning Commission) and Hardeep Singh (head of UN 
Security Council’s Counter Terrorism Committee) are working in 
tandem without any legislative oversight.  
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It’s a case of three Sardarjis working to establish world biggest 
surveillance database regime with the active assistance of other 
willing players.  !ey may have got some assurance the way British 
signed a peace-treaty with Maharaja Ranjit Singh in 1809 that was 
broken as soon as Maharaja died in 1839. Maharaja's son Duleep 
Singh remained at the mercy of the British Government in UK. !e 
new players also appear to be at the mercy of US government and 
NATO. 

National Intelligence Grid (NATGRID), Backbone of NCTC 

National Intelligence Grid (NATGRID), established under 
Ministry of Home A$airs of the Government of India, aims to 
consolidate data gathered by various agencies, both private and 
public, and to make the same available to law enforcement agencies 
of India. NATGRID functions with a budget of Rs. 2,800 crores 
and a sta$ of 300. 

When asked about the quali"cation of CEO of NATGRID, 
the process for appointment of CEO, names and headquarters 
of the companies and Government entities from which the data 
would be uploaded in the NATGRID and the names of the various 
Government agencies which would have an access with NATGRID 
database under RTI Act, the Home Ministry on June 30, 2011 
replied, “NATGRID/MHA is out of purview of RTI Act, 2005 
under Gazette Noti"cation No. 306 dated 9.6.2011”.

Capt P Raghu Raman says, "the NATGRID is not an 
organisation, but a tool". It simply routes “information from 21 
data sources to 10 user agencies ... it is like a Google of such data 
sources." NATGRID will function as a central facilitation centre, 
to "data sources" such as banks and airlines, they are the Research 
and Analysis Wing, the Intelligence Bureau, Central Bureau of 
Investigation, Financial Intelligence Unit, Central Board of Direct 
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Taxes, Directorate of Revenue Intelligence, Enforcement Directorate, 
Narcotics Control Bureau, Central Board of Excise and Customs 
and the Directorate General of Central Excise Intelligence. !ese 
agencies will get access to information from NATGRID. .Security 
agencies can seek the details from NATGRID database. Data from 
Airline companies, Telecom Companies, etc. would be uploaded to 
NATGRID database. All the Security agencies will have an access to 
NATGRID

Raman, a former CEO of Mahindra Special Services Group 
wrote a paper “A National of Numb People”, wherein he advises 
‘commercial czars’ to create ‘private territorial armies’ to safeguard 
their empires. When in Indian Army Raman wrote that India followed 
the NATO war policy with cheap "Warsaw equipment" ridiculing 
the Warsaw war doctrines. He argues that the latter relies on low-
cost-arms-using Warsaw line-up that lets enemy forces advance until 
the time was ripe for them to strike back. NATO is equipped with 
state-of-the-art weapons that do not "cede an inch". Explicit and 
implicit eulogies for NATO appears pregnant with meaning and is 
consistent with NATO's new strategic concept that seeks to expand 
its sphere of in&uence and ever greater military spending, invest in 
new weapons and in their worldwide network of military bases. !e 
regime that is unfolding using identi"cation technologies and mega 
databases "ts into the scheme of NATO.         
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UID SECURITY IS FLAWED

(By Dr. Samir Kelekar) 

Given that the UID project --- now branded as the Aadhaar 
project --- does not have legal sanction yet --- !e National 
identi"cation authority bill was sent back by parliament's own 
standing committee, no cost bene"t analysis yet, no feasibility study 
of any kind yet, it is interesting to look at the security issues of this 
project.

First of all, no expert worth his/her salt would believe 
that authentication using "ngerprints works for a population 
anywhere close to this size. Worldwide, biometrics is mainly used 
for identi"cation rather than authentication when the sample size 
is large. !ere is a distinct di$erence between identi"cation and 
authentication which I would like to take some time to explain.

 For instance, US's FBI has a biometric database of around 50 
million or so people (note that this is not the biometric of American 
population which totals more than 250 million) which is checked 
against a "ngerprint found in a crime site to see if a suspect is found 
among the people whose "ngerprints are in the FBI database. 
Matching of "ngerprints for Identi"cation purposes requires careful, 
high resolution checks to see if two "ngerprints are the same. Even 
with such a high resolution check, the FBI has done mistakes. In case 
of a terrorist incident in Spain a couple of years ago, they mistakenly 
nailed a lawyer from California based on "ngerprint matching only 
to retract later. !e FBI was later sued by the lawyer and it paid hefty 
compensation to the lawyer for its mistake.
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Authentication is the process of checking only one "ngerprint 
and at much lower resolution to see if the "ngerprint in the database 
is the same as the one that is being produced for authentication. 

Now how are the two different you may ask?

To understand it, one needs to understand an important 
aspect, namely that this authentication  at least as proposed by  is 
done remotely and digitally. And herein lies the crucial di$erence. 
!us, for instance if I have a digital image of your "ngerprint, I can 
authenticate in your name. !at is, I can impersonate you because I 
have the digital copy of your "ngerprint. Now, it is not di#cult to 
make a

digital copy of your "ngerprint. For instance, I can give you 
a glass of water to drink and when you touch that glass, your 
"ngerprints will appear on that glass. By following a procedure --- 
and instructions for such a procedure are available easily and even 
on the internet --- I can then make a fake "ngerprint made out of 
say ‘Fevicol’, wear it on my "nger, and then use it for authentication.

!us, for all purposes, and as far as  is concerned, I have 
impersonated you and I can now be eligible for the cash transfers 
that you are eligible for.

Please note that the above is possible in all circumstances --- 
namely if authentication is to be done in automated fashion in 
say an ATM like machine or in a supervised condition where a 
supervisor picks up my "ngerprint via a "ngerprint scanner which 
he/she carries. 

Now that the  is going to use UID for vast amounts of cash 
transfers, and given the proliferation of frauds in this country, one 
can imagine the windfall for fraudsters due to this. And add this 
to the fact that middle men agents who may carry this task in this 
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country aren’t exactly saints. !ey can lay their hands on "ngerprints 
of a huge number of people either via digital copies or via making 
faking "ngers and steal the entitlements of the people. Most people 
not knowing the technology behind all this would be clueless as to 
what is happening.

!e above is by no means the only security issue with the UID 
project. !ere are many more serious security issues in this UID 
project. One of the other main ones is that of de-duplication. !e 
whole UID  project rests on the thesis that your identity, that is your 
biometrics --- "ngerprints and iris scans --- are unique. Which means 
that each of the billion "ngerprints in the  database --- assuming the  
database is say a billion strong ----  corresponding to the billion 
people are unique. !at is, no two "ngerprints corresponding to a 
particular "nger in the database are the same. And how does  ensure 
this? !ey claim to ensure this through a process which they call de-
duplication. Now what is de-duplication?

De-duplication is the following. Whenever a person's biometrics 
--- that is his/her "ngerprints, and iris scans --- are to be inserted in 
the database for the "rst time, there is a check made to ensure that 
these

are not already present in the database, that is, they are not 
duplicated. !at is, for each of the ten "ngerprints of the person, 
a check is made against each and every "ngerprint already present 
in the UID database corresponding to the particular "nger to see 
if a similar "ngerprint already exists in the database. Only if no 
similar "ngerprint exists is the newly to be introduced "ngerprint 
considered unique and introduced into the database. Now, UIDAI 
claims that this process is almost 100% accurate; that is, except for a 
small minute percentage, it will catch all the duplicates. And herein 
lies the problem. !is claim is made by UIDAI. However, there is no 
independent veri"cation by any unbiased third party of this claim. 



78 UID
is not yours

And this is the whole issue; should any sensible person believe 's 
claim when  does not allow any independent third party access  to 
verify its claim? Given that thousands of Crores are at stake for  and 
say  "nds that de-duplication is not working, do you expect it to 
come out and say it?

!ere is no good reason to believe what  says is correct mainly 
because  has been completely non-transparent about the project,  
hasnt sincerely answered questions raised as part of RTI queries, 
as also has gone back on promised commitments to meet with 
independent experts who are part of civil society to discuss such 
issues.

I would not be surprised if de-duplication is not working and 
there are many persons out there,  who have more than one UID 
allocated to them.

!is is not all. !ere are other security issues. Here is another 
crucial one. In any "nancial system based on  authentication --- and 
's system will deal with money worth thousands of Crores to be 
doled out as cash transfers --- there is a concept of a password. For 
instance, in case of internet banking or an ATM transaction, we 
have a PIN and we have di$erent kinds of passwords such as login 
passwords or transaction passwords. No one in this world designs 
a system assuming 100% security. Perfect security does not exist 
and a good design while taking as much care on the security front 
has to always have a back up in case security is breached. !at is 
the standard practice worldwide accepted among experts. !us, for 
instance in case of a banking system, if my password is stolen, I call 
the bank, ask it to deactivate my current password and send me a 
new password.

!is basic principle is broken by because in the case of the 
system, the password is your biometric which cannot be changed. 
!us, if you lose your biometric --- and I have mentioned a way 
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above by which your "ngerprint image can be stolen --- you are 
doomed. Because, you cannot get a new "ngerprint, and your data 
will be lost forever to the person who stole your password. !is is 
such a fundamental design &aw that it cannot be overemphasized. 
With how much ever care and how much ever security, there is a 
"nite possibility that some people will lose their biometrics. In the 
current system, they will be shut down from the system for good.

In a way the above has already happened. In Mumbai, some 
fraudsters masquerading as o#cial agents of for UID recruitment 
picked the biometrics of about 1000 people. Now, these peoples' 
identities are stolen for good; all the entitlements that they may 
be eligible for can be stolen by the fraudsters. , very stupidly, has 
asked these people to re-register for UID, something that is not 
going to help them because their biometrics is already lost and is 
with fraudsters and  while re-registering them will pick the same 
biometrics from them again. Also, there has been a case where a 
laptop on which enrollment data was present was stolen. 

Apart from all the other issues, there is always a possibility 
that the database itself is hacked into and stolen.  Database could 
be a good target for terrorists. If I am not wrong, biometrics in 
this database is stored unencrypted, again a fatal mistake. !us, 
if even part of this database is stolen, it is irreplaceable unlike a 
bank database where all that needs to be done is to deactivate the 
passwords and give new passwords to the customers. In the case, the 
only way out is to ask every Indian to undergo a surgery to change 
their "ngerprints surgically, a practical impossibility not to mention 
other serious issues.

 UIDAI has no answers to the above questions, because there 
are none. !e system’s security is &awed from the conception stage 
itself and it cannot be "xed so easily. It is indeed better to scrap this 
project and save tax payers' money.
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(Dr. Samir Kelekar (BTech IIT Bombay, PhD Columbia 
University, New York) is a security professional and runs a security 
consultancy "rm Teknotrends Software Pvt Ltd. He is also a holder 
of a critical US patent in the area of network security. He consults 
in the area of security with banks, telecom companies, and others.)
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LAW#MAKERS AS LAW#BREAKERS

(Mathew Thomas)

I am not an advocate. Hence, I make no claim to knowledge or 
expertise in law or on legal questions. However, I do enjoy the study 
of law and legality. !erefore, in this article, I give my views on the 
legality of the Government’s actions in implementing UID from my 
‘layman’s’ perspective. I have "led a coir suit against UID.

I believe in the ‘Rule of Law’. Let me elaborate it as I understand 
this phrase.

Rule of Law and UID / UIDAI 

 ‘Rule of Law’ is a principle that governs modern civilised 
society. !e principle behoves governments to act in accordance 
with law and justice. It circumscribes governments from acting 
with any arbitrariness. No one, including the Government itself or 
any of its o#cials are exempt from the Rule. !ey are all to abhor 
arbitrariness. Hence, no government functionary can act without 
a law or statute that permits his actions. (!e word “his” whenever 
used here, includes the feminine gender, is synonymous with the 
feminine form of the word and is used for the sake of convenience 
to represent both genders. It is not to be construed as having any 
bias.) !e Government did many acts, which are arguably outside 
the pale of law. Firstly, the Prime Minister appointed Mr. Nilekani 
as head of UIDAI and granted him the rank and status of a cabinet 
minister. While it is the prerogative of a PM to appoint anyone 
of his choice to any position, this privilege or right, if you will, 
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is not be a whimsical or arbitrary exercise. Not only must that be 
so, but the act (of appointment) be seen to be done with adequate 
reasonableness. Mr. Nilekani is admittedly a successful business 
person in the IT "eld. !ere are many others equally successful, 
equally quali"ed and perhaps, even more quali"ed. Taking people 
from business into government through executive appointments is 
a peculiarly western, largely US, practice. It has not been successful. 
McNamara, appointed from being president of Ford Motors to the 
Kennedy cabinet, as Defence Secretary, led the disastrous Vietnam 
War. Cheney too as Bush’s Defence Secretary during the Iraq war 
was anything but a success. Nilekani’s appointment was non-
transparent. It is not known how or why the PM chose him. 

Granting him a cabinet rank and status makes it worse. 
Appointment to the cabinet is also the PM’s singular privilege. 
!is too is governed by Article 74 of the Constitution. Art 74 (1-
A) stipulates that the number of ministers is not to exceed 15 % 
of the total number of members of the Lok Sabha. Art 74 (5) says 
that a minister, who for a period of six consecutive months is not 
a member of either House of Parliament, shall at the expiration of 
the period cease to be a minister. Art 74 (6) provides for salaries 
and allowances of ministers to be governed by Parliament. Nowhere 
does the Constitution or any law provide for the grant of rank and 
status of a cabinet minister to any individual. I am told that Nilekani 
does not draw any salary. We do not know whether he is paid any 
allowances of enjoys any pecuniary advantages of the rank or status. 
If so, he and the Government are in violation of the Constitution. 
Serious consequences follow when these Constitutional provisions 
are skirted. Art 74 (4) of the Constitution mandates that before a 
minister enters o#ce the President shall administer the oath of o#ce 
and secrecy to him. Nilekani has not taken the oath. As one with 
the rank and status of a cabinet minister, it is reasonable to presume 
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that he must have attended cabinet meetings. Nothing prevents him 
from disclosing the proceedings of the meetings and he cannot be 
taken to task for such disclosure.  

NIDAI Bill

!e PM and his Government are fully aware of the need for a 
law to authorize the implementation of the UID scheme. !is is the 
reason why they brought a Bill before Parliament. !e Bill, called 
“!e National Identi"cation Authority of India, Bill 2010”, was 
placed before Parliament. It was referred to the Parliament Standing 
Committee on Finance. !e Committee in a near unanimous 
decision, rejected not just the Bill, but it also trashed the UID scheme. 
!e Committee was scathing in its criticism of the UID scheme, 
calling it directionless, lacking clarity of purpose and raising serious 
concerns regarding national security. !e Committee’s report is with 
the Government since December 2011. !e Government, the PM 
and Mr. Nilekani have chosen to ignore the Parliament Committee’s 
report. !ey have continued to implement the UID scheme with 
greater vigour. !eir disdain for the Committee establishes their 
arbitrariness and go by they have given to the ‘Rule of Law’. 

Article 73 of the Constitution

UIDAI justi"ed their implementation of the UID scheme 
during their appearance before the Parliament Committee that they 
could continue to implement the UID scheme without a law. !ey 
justi"ed this stand by quoting the Attorney General’s opinion that 
the power of the Executive is coextensive with that of Parliament 
under Art 73. !e Committee said that it is not satis"ed with the 
position UIDAI took to continue its implementation of the UID 
scheme. !e proviso to the Article makes it clear that the power of 
the Executive does not extend to matters with respect to which the 
legislature of the State has the power to make laws. All purposes 
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for which UID scheme is ostensibly implemented, such as Public 
Services, Public Health, Local Government etc are in the ‘State 
List’ to the Seventh Schedule under Art 246 of the Constitution. 
Hence, implementation of the UID scheme without a law violates 
the Constitution. !e Government and UIDAI have thus made a 
complete mockery of the ‘Rule of Law’. !e scant regard that the 
Government and UIDAI have for the ‘Rule of Law’ is seen in the 
draft NIDAI Bill. !e Bill legitimizes all acts that UIDAI has done 
before the law was passed. In other words, the Government and 
UIDAI think that they could do anything and everything as they 
please and in the event their acts are questioned they could get away 
with it by brining a law to give legal sanctity to their acts. A principle 
of ‘Rule of Law’ is that the government cannot give retrospective 
legitimacy to its acts. 

Right to Privacy

!is is inherent in the right to life guaranteed under our 
constitution. When government proposes to gather personal and 
biometric data of the people it intrudes into their privacy. Such acts 
cannot be done without the sanction of law. Knowing this, UIDAI 
and the Government brought forward a law. Even after the Parliament 
Committee rejected it, they have continued implementing the UID 
scheme. 

Jeopardising National Security

One of UIDAI’s Contractors is L 1 ID Solutions (L 1 for 
short). !e company’s history, to put it mildly, does not inspire 
con"dence. A lot of information trawled from the Internet is in the 
annexure to the Monograph. !e company was formed through 
the e$orts of La Penta, who merged two companies, Viisage and 
Identix to set up L 1. Viisage was under investigation by SEC of 
USA for certain o$enses. According to a website “AxXiom for 
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Liberty” Louis Freeh (former Director of FBI), Admiral Loy (former 
head of Transportation Security Agency) George Tenet (former 
Director of CIA), Frank Moss (former program manager for the 
State Department’s E-Passport program) and many others who held 
key positions in the (US) federal government joined Viisage / L 1 as 
members of the Board of Directors or as paid employees. 

In a page on the website (AxXiom) titled, “!e Revolving 
Door !at Never Stops Turning (LOOK who’s doing your 
Biometrics% Now!”, the author, Mark Lerner, alleges, “It must be 
really sweet to sign o$ on contracts worth millions of dollars, tens 
of millions or more in fact and then turn right around and go on 
the payroll of the same company that you awarded the contracts 
to.% Sure, Tenet, Freeh and the others may not have had to sign the 
actual contracts but certainly they are responsible for knowing who 
the contracts went to when they were in charge of their respective 
agencies and departments.” !e website also alleges that “Viisage is 
the same company that had a state driver’s license contract voided by 
the Georgia State Supreme Court for misrepresentation.” 

It is interesting to note that the UIDAI chief also came into 
government through a revolving door from business. !is is the 
fashion today in some democracies that follow the US pattern.  

L 1 is now taken over by another company, Safran, headquartered 
in France; but L 1 still has operations in USA, with intelligence 
agencies and government departments. Is it prudent or even sensible 
to contract with such a company for biometric services for the entire 
population of this country? When Huawei, a Chinese company 
obtained a contract to supply modems to BSNL, there was a hue 
and cry in media, and by activists and politicians, raising security 
concerns. When the Indian Institute of Science (IISc) signed an 
agreement with Huawei for collaboration in research, again there 
were loud protests and IISc had to rescind the agreement. Why are 
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everyone silent on the deal between UIDAI and L 1? !e Parliament 
Standing Committee on Finance, which examined the National 
Identi"cation Authority of India, Bill 2010, rejected the Bill as well 
as the UID scheme, they also expressed serious concerns about the 
e$ect UID would have on national security. Did they have in mind 
the contracts with companies, like L 1? 

Law-makers and Law-breakers

When government and their collaborators wilfully ignore the 
law, they would be guilty of breaking the law. !ere is no excuse for 
breaking the law even for good purposes or with good intentions. 
Skirting of the law by interpretations of one’s choice, could never 
be condoned or ignored. When the acts of the law-maker also have 
elements of jeopardising national security, as is the case here – 
through contracting with companies of questionable backgrounds 
– when information relating to the contracts are denied to the 
people, the acts could be construed as brazen. It is time that all right-
thinking people rise up to question such acts. !is is exactly what 
some of us have done. We have approached the courts. We would 
agitate the matter through the judicial process, as well as on, the 
political and social planes, until success is achieved and diabolical 
machinations of those who indulge in such activities are exposed 
and halted. In this we, take inspiration from Roger Clarke who 
campaigned for twenty years to scrap the Australian ID card. Two of 
his writings from his website are in the annexure. One article gives 
the general issues relating to ID cards and the other on the speci"cs 
of the Australia ID card. He is our model to follow.

Here is the UN review on Rule of Law

http://www.un.org/en/ruleoflaw/index.shtml

!e principle of the rule of law embedded in the Charter of the 
United Nations encompasses elements relevant to the conduct of 
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State to State relations. !e main United Nations organs, including 
the General Assembly and the Security Council, have essential 
roles in this regard, which are derived from and require action in 
accordance with the provisions of the Charter.

“For the United Nations, the rule of law refers to a principle 
of governance in which all persons, institutions and entities, public 
and private, including the State itself, are accountable to laws that 
are publicly promulgated, equally enforced and independently 
adjudicated, and which are consistent with international human 
rights norms and standards. It requires, as well, measures to ensure 
adherence to the principles of supremacy of law, equality before 
the law, accountability to the law, fairness in the application of 
the law, separation of powers, participation in decision-making, 
legal certainty, avoidance of arbitrariness and procedural and legal 
transparency.”

(S/2004/616) 
Report of the Secretary-General on the# 

Rule of Law and Transitional Justice in 
Con$ict and Post-Con$ict Societies
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RESOURCES FROM THE INTERNET

ACCENTURE’S MISCONDUCT IN FEDERAL 
CONTRACTS

Federal Contractor Misconduct Database - POGO
• home

• about us

• investigations

• get involved

• donate

Top bar

About POGO’s Federal Contractor Misconduct Database 
(FCMD)

!e government awards contracts to companies 
with histories of misconduct such as contract fraud and 
environmental, ethics, and labor violations. %In the absence of 
a centralized federal database listing instances of misconduct, 
the Project On Government Oversight (POGO) is 
providing such data. %We believe that it will lead to improved 
contracting decisions and public access to information about 
how the government spends hundreds of billions of taxpayer 
money each year on goods and services.%Report an instance 
of misconduct »
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Quick Search Results

Contractor Results

Contractors Federal Instances Misconduct
Accenture $ 814.9m 6 $ 77.6m

Case Results
Date Case Amount Contractor
08/16/2007 ‘Alliance Benefits’ Alleged Kick-

back Scheme
$ 3.0m IBM Cor-

poration

05/13/2008 ‘Alliance Benefits’ False Claims 
Settlement

$ 1.4m Computer 
Sciences 
Corpora-
tion

04/12/2007 False Claims On Hardware, 
Software & Technology Services 
Sales

$ 63.7m Accenture

03/13/2007 Texas Health and Human Ser-
vices Commission Contract

$ 0.0m Accenture

03/09/2006 Wyoming Voter Registration 
System Contract

$ 3.7m Accenture

02/02/2006 U.S. Marine Corp. Global 
Supply Chain and Maintenance 
System Contract

$ 0.0m Accenture

12/28/2005 Colorado Voter Registration 
System Contract

$ 2.0m Accenture

12/20/2005 Colorado Unemployment In-
surance System Contract

$ 8.2m Accenture

07/01/2003 Potential Foreign Corrupt Prac-
tices Act Violation

$ 0.0m Accenture
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http://projects.washingtonpost.com/top-secret-america/functions/intel-analysis/

INTELLIGENCE ANALYSIS

!e analysis of information, from open sources (e.g., 
information that appears in the news media or on the Internet) to 
the most sensitive information collected or gleaned from human 
and technical sources. Since 9/11, there has been an explosion of the 
amount of information obtained via technical means, particularly 
imagery and communications intercepts, necessitating new analytic 
methods of sorting and exploiting incoming information, as well 
as data mining to discover patterns of information and intelligence 
contained within huge quantities of data. Document exploitation 
(DOCEX) and forensic methods are also growing areas of intelligence 
analysis for captured materials and site exploitation.

397%results for Intelligence analysis

39%government organizations |%358%companies

Note: L 1 ID Solutions is on Page 116 here and page 9 in the 
website

Government Organiza-
tion

HQ Location Number of 
Locations

Number of Contracting 
Companies

Africa Command
Stuttgart-Moehring-
en, AE

2 19

Air Force Intelligence Arlington, VA 113 153

Army Intelligence Fort Belvoir, VA 93 120
Bureau of Alcohol, 
Tobacco, Firearms and 
Explosives

Washington, DC 182 28

Central Command Tampa, FL 6 64
Central Intelligence 
Agency

McLean, VA 36 114
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Coast Guard Washington, DC 15 44

Congress Washington, DC 1 0
Customs and Border 
Protection

Washington, DC 56 56

Defense Intelligence 
Agency

Arlington, VA 22 317

Department of Defense 
HQ

Arlington, VA 80 291

Department of Energy Washington, DC 18 87

Department of Home-
land Security HQ

Washington, DC 270 318

Department of Justice Washington, DC 52 89

Director of National 
Intelligence

McLean, VA 11 140

Drug Enforcement 
Administration

Arlington, VA 92 36

European Command
Stuttgart-Vaihingen, 
AE

2 11

Federal Bureau of Inves-
tigation

Washington, DC 448 173

Immigration and Cus-
toms Enforcement

Washington, DC 45 12

Joint Chiefs of Staff Arlington, VA 6 45

Joint Forces Command Norfolk, VA 8 45

Joint Improvised Explo-
sive Device Defeat Org.

Arlington, VA 4 68

Marine Corps Arlington, VA 24 82

National Geospatial-
Intelligence Agency

Bethesda, MD 8 121

National Security 
Agency

Ft. Meade, MD 19 484

Navy Intelligence Arlington, VA 31 104

Northern Command
Colorado Springs, 
CO

13 56

Other civil departments 
and agencies

Washington, DC 31 4

Pacific Command
Camp H.M. Smith, 
HI

6 27

Secret Service Washington, DC 117 17
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Southern Command Miami, FL 9 29
Special Operations 
Command

Tampa, FL 12 125

State Department Washington, DC 9 146
States and National 
Guard

Washington, DC 3 3

Strategic Command Omaha, NE 14 99
Transportation Com-
mand

Scott AFB, IL 1 11

Transportation Security 
Administration

Arlington, VA 11 49

Treasury Department Washington, DC 6 90

White House Washington, DC 2 26

Company Name HQ Location Year 
Est.

Employ-
ees

Revenue Loca-
tions

Govt. 
Clients

21st Century Systems, 
Inc.

Omaha, Nebraska 1996 101-500
Under 
$100 mil-
lion

3 5

21st Century Technolo-
gies

Austin, Texas 1995 26-100
Under 
$100 mil-
lion

1 7

2d3 Irvine, California 1999 <25 Unknown 1 1

A-TEK, Inc. Leesburg, Virginia 1996 101-500
Under 
$100 mil-
lion

6 9

Abacus Technology 
Corporation

Lexington, Mary-
land

1983 Unknown Unknown 2 6

Abraxas Corporation Herndon, Virginia 2001 101-500
Under 
$100 mil-
lion

9 6

AccessData Lindon, Utah 1988 101-500
Under 
$100 mil-
lion

2 2

ActioNet, Inc. Vienna, Virginia 1998 101-500
Under 
$100 mil-
lion

2 4

Advanced C4 Solutions, 
Inc.

Tampa, Florida 2002 101-500
Under 
$100 mil-
lion

12 5

Advanced Concepts 
Information Technology 
Solutions, an L-1 Iden-
tity Solutions company

Stamford, Con-
necticut

1989 101-500 Unknown 8 6
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Advanced Resource 
Technologies, Inc.

Alexandria, 
Virginia

1986 101-500
Under 
$100 mil-
lion

5 7

Airborne Technologies, 
Inc.

Sterling, Virginia 1994 26-100
Under 
$100 mil-
lion

2 6

Alcosys Arlington, Virginia 1989 <25 Unknown 3 2

Alion Science and Tech-
nology Corporation

Mclean, Virginia 2002
2,001-
5,000

$750 mil-
lion to $1 
billion

20 12

Analytical Graphics, Inc
Exton, Pennsyl-
vania

1989 101-500
Under 
$100 mil-
lion

3 4

Analytical Services, Inc.
Huntsville, Ala-
bama

1992 101-500
Under 
$100 mil-
lion

3 7

ANSYA Enterprise 
Solutions

Pittsford, New 
York

2003 <25 Unknown 2 3

Applied Analysis, Inc.
Westford, Mas-
sachusetts

1984 <25
Under 
$100 mil-
lion

6 4

Applied Coherent Tech-
nology Corporation

Herndon, Virginia 1989 <25 Unknown 1 2

Applied Research As-
sociates

Albuquerque, New 
Mexico

1979
501-
2,000

$100 
million 
to $750 
million

14 7

Applied Systems Re-
search, Inc.

Fairfax, Virginia 1998 26-100
Under 
$100 mil-
lion

2 8

Applied Technical 
Systems

Silverdale, Wash-
ington

1980 26-100
Under 
$100 mil-
lion

2 3

Appscio
Freedom, Cali-
fornia

2006 <25
Under 
$100 mil-
lion

1 1

AppTek, Inc. McLean, Virginia 1990 26-100 Unknown 1 3

AQIWO Arlington, Virginia 2002 26-100
Under 
$100 mil-
lion

2 7

ARCHATAIS
Mount Airy, 
Maryland

2005 <25 Unknown 2 1

Arete Associates Arlington, Virginia 1976 Unknown Unknown 2 1

ASG Renaissance
Dearborn, Michi-
gan

1987 101-500
Under 
$100 mil-
lion

3 3
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Aspera
Emeryville, Cali-
fornia

2004 26-100
Under 
$100 mil-
lion

1 5

Aspex, Inc. Reston, Virginia 1994 26-100
Under 
$100 mil-
lion

2 2

AT&T Corporation Vienna, Virginia 2000
2,001-
5,000

$10 
billion 
to $50 
billion

44 18

Attensity Corporation
Palo Alto, Cali-
fornia

2000 26-100 Unknown 1 4

Audio-Video Systems Chantilly, Virginia 1992 26-100
Under 
$100 mil-
lion

1 12

Auto-Trol
Westminster, 
Colorado

1962 101-500 Unknown 1 2

Avaya Inc. Fairfax, Virginia 2000 10,000+
$1 billion 
to $10 
billion

7 12

BAE Systems, Inc.
Rockville, Mary-
land

1948 10,000+

$10 
billion 
to $50 
billion

64 22

Ball Aerospace & Tech-
nologies Corporation

Boulder, Colorado 1956
2,001-
5,000

Unknown 10 9

Basis Technology Cor-
poration

Cambridge, Mas-
sachusetts

1988 26-100 Unknown 2 3

Battelle Memorial 
Institute

Columbus, Ohio 1925
5,000-
10,000

$1 billion 
to $10 
billion

23 16

BB Technical Solutions 
LLC

Springfield, 
Virginia

2007 <25
Under 
$100 mil-
lion

4 4

bd Systems
Colorado Springs, 
Colorado

1981 Unknown Unknown 1 3

Blackbird Technologies Herndon, Virginia 1997 101-500 Unknown 11 10
Blackstone Technology 
Group

San Francisco, 
California

1998 101-500 Unknown 7 5

Bluemont Technology 
and Research

Bluemont, Vir-
ginia

2007 <25 Unknown 2 1

BMC Software Houston, Texas 1980
5,000-
10,000

$1 billion 
to $10 
billion

3 2

Bogart Associates Vienna, Virginia 2003 26-100
Under 
$100 mil-
lion

1 2
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Booz Allen Hamilton McLean, Virginia 1914 10,000+
$1 billion 
to $10 
billion

69 26

BOSH Global Services
Newport News, 
Virginia

2003 101-500
Under 
$100 mil-
lion

9 3

Bridgeborn
Virginia Beach, 
Virginia

2002 26-100
Under 
$100 mil-
lion

3 2

C2 Technologies, Inc. Vienna, Virginia 1997 101-500
Under 
$100 mil-
lion

5 11

CACI International, 
Inc.

Arlington, Virginia 1962 10,000+
$1 billion 
to $10 
billion

74 26

CACI-Athena, Inc Arlington, Virginia 1993 101-500 Unknown 2 3

Calhoun International Tampa, Florida 2005 <25
Under 
$100 mil-
lion

6 6

CALNET, Inc. Reston, Virginia 1989
501-
2,000

Under 
$100 mil-
lion

4 4

Camber Corporation
Huntsville, Ala-
bama

1990
2,001-
5,000

$100 
million 
to $750 
million

30 19

Cambridge Communi-
cations Systems, Inc.

Vienna, Virginia 1999 26-100
Under 
$100 mil-
lion

6 4

Capstone Corporation
Alexandria, 
Virginia

1986 101-500
Under 
$100 mil-
lion

4 5

Celerity IT LLC McLean, Virginia 2002 101-500
Under 
$100 mil-
lion

15 5

Celestar Corporation Tampa, Florida 2001 26-100
Under 
$100 mil-
lion

4 4

Centauri Solutions, 
LLC

Alexandria, 
Virginia

2006 101-500
Under 
$100 mil-
lion

12 8

Center for Naval 
Analyses

Alexandria, 
Virginia

1942
501-
2,000

$100 
million 
to $750 
million

1 3

Centrifuge Systems McLean, Virginia 2000 <25
Under 
$100 mil-
lion

1 2
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Centurum, Inc.
Marlton, New 
Jersey

1969 101-500
Under 
$100 mil-
lion

5 16

CGI Fairfax, Virginia 1976 10,000+
$1 billion 
to $10 
billion

2 3

CH2M HILL
Englewood, 
Colorado

1998 10,000+
$1 billion 
to $10 
billion

1 1

Charles River Analytics
Cambridge, Mas-
sachusetts

1983 26-100 Unknown 1 4

Chenega Anchorage, Alaska 1974
5,000-
10,000

$750 mil-
lion to $1 
billion

31 17

Chiliad -- “Connecting 
the Dots”

Amherst, Mas-
sachusetts

1996 <25
Under 
$100 mil-
lion

3 6

Cipher Systems
Annapolis, Mary-
land

1996 26-100
Under 
$100 mil-
lion

1 6

CMX Technologies Reston, Virginia 2005 <25
Under 
$100 mil-
lion

4 4

Cobham Analytic 
Solutions

Columbia, Mary-
land

1979
501-
2,000

$100 
million 
to $750 
million

23 6

Cody Systems
Pottstown, Penn-
sylvania

1979 26-100
Under 
$100 mil-
lion

1 1

CollabraSpace
Annapolis, Mary-
land

1998 26-100
Under 
$100 mil-
lion

4 3

CommIT Enterprises, 
Inc.

Arlington, Virginia 2001 26-100
Under 
$100 mil-
lion

3 2

Communication Auto-
mation Corporation

West Chester, 
Pennsylvania

1977 <25
Under 
$100 mil-
lion

1 1

Complete Data Solu-
tions

Arlington, Virginia 1997 Unknown Unknown 2 2

Computer Sciences 
Corporation

Falls Church, 
Virginia

1959 10,000+

$10 
billion 
to $50 
billion

77 24
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Concurrent Technolo-
gies Corporation

Johnstown, Penn-
sylvania

1987
501-
2,000

$100 
million 
to $750 
million

15 12

Convera Vienna, Virginia 2000 26-100
Under 
$100 mil-
lion

1 6

Cooper Photonics, Inc.
Upper Marlboro, 
Maryland

2000 <25
Under 
$100 mil-
lion

3 3

Creative Information 
Technology, Inc.

Arlington, Virginia 1996 Unknown Unknown 1 5

CTG, Inc. Oakton, Virginia 1987 101-500
Under 
$100 mil-
lion

3 9

Cubic Corporation
San Diego, Cali-
fornia

1949
5,000-
10,000

$750 mil-
lion to $1 
billion

6 12

Cycorp Austin, Texas 1995 <25
Under 
$100 mil-
lion

1 1

Data Computer Corpo-
ration of America

Ellicott City, 
Maryland

1982 101-500
Under 
$100 mil-
lion

4 7

Data Fusion Corpora-
tion

Denver, Colorado 1992 <25
Under 
$100 mil-
lion

1 3

Data Mining Interna-
tional

Los Gatos, Cali-
fornia

2003 <25
Under 
$100 mil-
lion

1 2

Dataline LLC Norfolk, Virginia 1990 101-500 Unknown 10 11

Decisive Analytics 
Corp.

Arlington, Virginia 1996 101-500
Under 
$100 mil-
lion

1 5

Decisive Management 
Professionals Interna-
tional, LLC

Woodbury, Ten-
nessee

2004 <25
Under 
$100 mil-
lion

2 3

Delex Systems, Inc. Vienna, Virginia 1968 101-500
Under 
$100 mil-
lion

6 5

Dilijent Solutions LLC Manassas, Virginia 2004 <25
Under 
$100 mil-
lion

1 1

DSCI
Eatontown, New 
Jersey

1992 101-500

$100 
million 
to $750 
million

5 1
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Dynamics Research 
Corporation

Andover, Mas-
sachusetts

1955
501-
2,000

$100 
million 
to $750 
million

10 11

Dynetics, Inc.
Huntsville, Ala-
bama

1974
501-
2,000

$100 
million 
to $750 
million

7 10

E-merging Technologies 
Group, Inc.

Cleveland, Ohio 1999 26-100
Under 
$100 mil-
lion

14 13

Eagan, McCallister As-
sociates, Inc., an SAIC 
Company

Lexington Park, 
Maryland

1984
501-
2,000

Unknown 2 10

Earl Technology Group
Portsmouth, 
Virginia

1989
501-
2,000

$100 
million 
to $750 
million

1 1

EchoStorm Worldwide Suffolk, Virginia 2003 26-100 Unknown 2 1
Edge Technologies, Inc. Fairfax, Virginia 1993 26-100 Unknown 2 2

Edgesource Corporation
Alexandria, 
Virginia

1997 26-100
Under 
$100 mil-
lion

2 1

Eiden Systems Corpora-
tion

Charlottesville, 
Virginia

1981 26-100 Unknown 2 7

EMSolutions Arlington, Virginia 2000 26-100
Under 
$100 mil-
lion

2 5

Endeca Technologies, 
Inc.

Cambridge, Mas-
sachusetts

1999 101-500

$100 
million 
to $750 
million

1 1

Enerdyne Technologies 
Inc., a Viasat Company

El Cajon, Cali-
fornia

2006 26-100 Unknown 1 2

Engineering Systems 
Solutions, Inc.

Frederick, Mary-
land

1994 101-500
Under 
$100 mil-
lion

10 5

ENSCO, Inc.
Falls Church, 
Virginia

1969
501-
2,000

$100 
million 
to $750 
million

7 7

Entegra Systems, Inc.
Ellicott City, 
Maryland

2003 <25 Unknown 4 2

EOIR Technologies, 
Inc.

Fredericksburg, 
Virginia

1981 101-500
Under 
$100 mil-
lion

7 7
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Epoch Software Systems 
Inc.

Gulf Breeze, 
Florida

1989 26-100
Under 
$100 mil-
lion

1 1

Espy Corporation Austin, Texas 1999 <25
Under 
$100 mil-
lion

1 2

ESRI
Redlands, Cali-
fornia

1969
2,001-
5,000

$750 mil-
lion to $1 
billion

3 3

Everest Technology 
Solutions, Inc.

Fairfax, Virginia 1998 26-100
Under 
$100 mil-
lion

4 1

Expert Consultants, 
Inc.

Frederick, Mary-
land

1996 26-100
Under 
$100 mil-
lion

1 2

Ezenia!, Inc.
Nashua, New 
Hampshire

1991 26-100
Under 
$100 mil-
lion

1 1

Fedsys Inc. Jupiter, Florida 2004 <25
Under 
$100 mil-
lion

5 3

FMS Secure Solutions 
LLC

Linthicum 
Heights, Maryland

2000 <25
Under 
$100 mil-
lion

2 2

FortiusOne Arlington, Virginia 2005 26-100
Under 
$100 mil-
lion

1 1

Foxhole Technology Fairfax, Virginia 2007 <25
Under 
$100 mil-
lion

3 8

Freedom Consulting 
Group

Columbia, Mary-
land

2004 <25
Under 
$100 mil-
lion

5 1

Fulcra Worldwide Arlington, Virginia 2004 26-100
Under 
$100 mil-
lion

1 7

Fulcrum IT Services Manassas, Virginia 1985 101-500
Under 
$100 mil-
lion

19 10

Future Technologies 
Inc.

Fairfax, Virginia 1992 101-500
Under 
$100 mil-
lion

4 2

G2, Inc.
Columbia, Mary-
land

2001 26-100
Under 
$100 mil-
lion

2 2
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General Dynamics
Falls Church, 
Virginia

1952 10,000+

$10 
billion 
to $50 
billion

100 32

Geologics
Alexandria, 
Virginia

1989
501-
2,000

Under 
$100 mil-
lion

4 5

Gerretson LLC Laurel, Maryland 2008 <25 Unknown 2 1

Global Defense Tech-
nology & Systems, Inc. 
(GTEC)

McLean, Virginia 1990
501-
2,000

$100 
million 
to $750 
million

7 10

Global Infotek Inc. Reston, Virginia 1996 26-100
Under 
$100 mil-
lion

1 5

Global Management 
Systems Inc.

Washington, Dis-
trict of Columbia

1988 101-500
Under 
$100 mil-
lion

1 8

Global Resource Solu-
tions, Inc.

Olympia, Wash-
ington

2005 26-100
Under 
$100 mil-
lion

3 1

Global Strategies 
Group, Inc.

Washington, Dis-
trict of Columbia

1998
501-
2,000

Under 
$100 mil-
lion

2 1

Global Technology 
Resources, Inc.

Denver, Colorado 1998 101-500

$100 
million 
to $750 
million

3 2

GlobeTech Exchange, 
Inc.

Dayton, Ohio 1993 26-100
Under 
$100 mil-
lion

2 4

Government Services 
Group

Baltimore, Mary-
land

1988 26-100 Unknown 4 1

Government Systems, 
Inc.

Alexandria, 
Virginia

2001 <25
Under 
$100 mil-
lion

2 6

Guidance Software
Pasadena, Cali-
fornia

1997 101-500
Under 
$100 mil-
lion

1 1

Halfaker and Associates 
LLC

Washington, Dis-
trict of Columbia

2006 101-500
Under 
$100 mil-
lion

6 6

Harbinger Technologies 
Group

Ashburn, Virginia 2008 <25 Unknown 1 1

Harris Corporation
Melbourne, 
Florida

1987 10,000+
$1 billion 
to $10 
billion

29 17
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HBGary Federal
Bethesda, Mary-
land

2003 <25
Under 
$100 mil-
lion

2 1

Henggeler Computer 
Consultants

Columbia, Mary-
land

1996 26-100
Under 
$100 mil-
lion

1 1

Hewlett Packard
Palo Alto, Cali-
fornia

1939 10,000+
Above $50 
billion

25 18

HRL Laboratories, LLC Malibu, California 2000 101-500 Unknown 1 3
I.M. Systems Group, 
Inc.

Rockville, Mary-
land

1986 101-500 Unknown 2 5

i2 Inc. McLean, Virginia 1990 101-500 Unknown 1 12

Ian Evin Alexanders
Oxon Hill, Mary-
land

1999 <25
Under 
$100 mil-
lion

1 4

iBASEt
Foothill Ranch, 
California

1986 101-500
Under 
$100 mil-
lion

7 6

IBM
Armonk, New 
York

1924 10,000+
Above $50 
billion

17 9

IceWEB Sterling, Virginia 2004 <25
Under 
$100 mil-
lion

1 1

ICS Nett Inc. Vienna, Virginia 2003 26-100
Under 
$100 mil-
lion

3 3

Ideal Innovations, Inc. Arlington, Virginia 1999 101-500
Under 
$100 mil-
lion

5 3

Ideal Technology Orlando, Florida 1999 <25 Unknown 1 1
IMC Sterling, Virginia 1989 26-100 Unknown 2 6
iMove Portland, Oregon 1995 <25 Unknown 1 1

IndegoCTC, Inc. Chantilly, Virginia 1995 <25
Under 
$100 mil-
lion

1 1

INDUS Technology
San Diego, Cali-
fornia

1991 101-500
Under 
$100 mil-
lion

2 4

InferX Corporation Sterling, Virginia 1992 <25 Unknown 1 1

Infobionics
Eden Prairie, Min-
nesota

2000 <25
Under 
$100 mil-
lion

1 1

Informatica
Redwood City, 
California

1993
501-
2,000

$100 
million 
to $750 
million

2 5

Information Manufac-
turing LLC

Fairfax, Virginia 1999 <25 Unknown 1 2
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Information Systems 
Solutions, Inc.

Rockville, Mary-
land

1997 26-100
Under 
$100 mil-
lion

5 7

Initiate Systems Chicago, Illinois 1994 26-100 Unknown 1 2

Innovative Decisions, 
Inc.

Vienna, Virginia 1997 26-100
Under 
$100 mil-
lion

1 11

Innovative Management 
and Technology Services

Fairmont, West 
Virginia

1999 26-100
Under 
$100 mil-
lion

1 9

Innovative Technology 
Systems

Larkspur, Colo-
rado

2003 26-100
Under 
$100 mil-
lion

4 8

Institute for Physical 
Sciences

McLean, Virginia 1994 26-100 Unknown 1 1

InTec Vienna, Virginia 2004 26-100
Under 
$100 mil-
lion

11 4

Integrated Computer 
Concepts, Inc.

Annapolis Junc-
tion, Maryland

1997 <25
Under 
$100 mil-
lion

1 1

Integrity Applications 
Incorporated

Chantilly, Virginia 1998 101-500 Unknown 7 7

Integrity Business Solu-
tions, Inc.

Lanham, Mary-
land

1999 26-100
Under 
$100 mil-
lion

5 6

IntelliDyne LLC
Falls Church, 
Virginia

1999 101-500 Unknown 1 3

Intelligent Decisions, 
Inc.

Ashburn, Virginia 1988 101-500 Unknown 6 5

Intelligent Software 
Solutions, Inc.

Colorado Springs, 
Colorado

1997 101-500
Under 
$100 mil-
lion

11 17

Intelligenxia
Jacksonville, 
Florida

2000 <25
Under 
$100 mil-
lion

1 1

iNTELLITREX Waldorf, Maryland 2001 Unknown Unknown 1 2

Intelliware Systems
Fredericksburg, 
Virginia

2005 26-100
Under 
$100 mil-
lion

3 2

Intermap Technologies
Englewood, 
Colorado

1996 26-100
Under 
$100 mil-
lion

1 1

Inxight Software
Sunnyvale, Cali-
fornia

2003 <25 Unknown 1 1

ISPA, Inc. Atlanta, Georgia 1983 26-100
Under 
$100 mil-
lion

1 4
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ITT Corporation McLean, Virginia 1995
501-
2,000

$1 billion 
to $10 
billion

52 17

IxReveal, Inc.
Jacksonville, 
Florida

2000 <25
Under 
$100 mil-
lion

1 1

IZ Technologies Ashburn, Virginia 2006 <25
Under 
$100 mil-
lion

5 3

J.R. Mannes Defense 
Services Corporation

Arlington, Virginia 2005 <25
Under 
$100 mil-
lion

3 6

JB Management, Inc.
Alexandria, 
Virginia

1990 101-500
Under 
$100 mil-
lion

6 9

JB&A, Inc.
Falls Church, 
Virginia

1988 101-500
Under 
$100 mil-
lion

3 7

JIL Information 
Systems, Inc., a Allied 
Technology Group 
company

Rockville, Mary-
land

2005 101-500 Unknown 3 1

JTG Inc. Vienna, Virginia 1995 26-100
Under 
$100 mil-
lion

2 1

Keane Federal Systems, 
Inc.

McLean, Virginia 1965 10,000+ Unknown 7 11

Kestrel Enterprises, Inc.
Springfield, 
Virginia

2001 <25 Unknown 2 1

Key Logic Systems, Inc.
Morgantown, 
West Virginia

1998 26-100
Under 
$100 mil-
lion

5 4

Knowledge Consulting 
Group

Reston, Virginia 2000 101-500
Under 
$100 mil-
lion

16 11

Kodak
Rochester, New 
York

1888 10,000+
$1 billion 
to $10 
billion

1 4

L-1 Identity Solutions
Stamford, Con-
necticut

2006
2,001-
5,000

$100 
million 
to $750 
million

3 7
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L3 FOUNDER LAPENTA TO PUT A NEW FACE 
ON VIISAGE

Boston Business Journal by Alexander Soule, Journal Staff

  

         

It has never been easy to capture the face behind Viisage 
Technology Inc., but let’s take one last look before the company gets 
merged into a Minnesota counterpart.

! ere is no question today whose " ngerprints are all over the 
facial recognition software company in Billerica, and it’s no mystery 
what Bob LaPenta is eyeballing now.

Last fall, Viisage decisions shifted from the company’s Billerica 
headquarters to Stamford, Conn., thanks to the $100 million La-

Penta implanted into Viisage via his L-1 Investment Partners 
LLC fund in Stamford.

LaPenta’s latest rollup involves Viisage and Identix Inc., the 
Minnesota " ngerprint scanner manufacturer, intending to create a 
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mini L-3 Communications Holding Corp. in biometric security.

LaPenta is credited as being one of the three L’s in L-3, the 
security conglomerate created from technologies spun out of the 
1997 merger between Maryland’s Lockheed Martin Corp. and the 
former Loral Corp.

Viisage and Identix have yet to choose a name for when the 
merger closes. May I suggest L-2 Technology?

!e "rst “L” would refer to LaPenta. !e second “L” would 
pay tribute to Viisage visionary Joanna Lau, who ranks among 
Massachusetts’ most intriguing and successful female technology 
entrepreneurs, right up there with%iRobot Corp.%co-founder Helen 
Greiner.

In 1990, Lau and spouse Denis Berube, technicians who 
met at General Electric Co., engineered the buyout of Bowmar 
Acton Laboratories just as Lau wrapped up her MBA from Boston 
University.

According to one account, they put together the deal on 
$400,000 from savings and a second mortgage, a $1.2 million bank 
loan, $750,000 in a Small Business Administration loan guarantee, 
$450,000 from 25 Bowmar employees and a $300,000 loan from 
Bowmar›s former owners.

Renamed Lau Technologies, the lab continued to produce "re-
control systems for U.S. Army armored combat vehicles. At the 
same time, it spun out Viisage as an independent company in 1993.

!e early Viisage sold processing stations equipped with 
cameras, lights, computers, bar code readers, signature-capture 
screens -- everything needed to produce tamper-proof driver›s 
licenses.
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In its "rst year of business, Viisage derived all its $500,000 in 
revenue from one customer -- the Massachusetts Registry of Motor 
Vehicles.

When it went public in 1996, Viisage was preparing to pilot 
software to instantaneously match photographs by comparing facial 
features, licensing its technology from a Massachusetts Institute of 
Technology researcher named Alex Pentland.

By the time Viisage was featured on «60 Minutes» in 2001, the 
company›s facial recognition software was its public face, even as it 
really survived on its legacy counterfeit-proof document business.

Following the IPO, the shares controlled by Lau and Berube 
were worth $60 million. !ey sold the Lau defense business in 2001 
to Curtiss-Wright Corp. for $41 million plus the assumption of 
unspeci"ed liabilities, with the unit generating $50 million in sales 
that year.

!at left the couple free to focus their attention on Viisage, 
despite not holding operating roles with the company. Lau and 
Berube still controlled nearly a quarter of Viisage stock when LaPenta 
entered the picture. Viisage also agreed to pay Lau 3 percent of its 
revenue from facial recognition systems through 2014.

!at only netted Lau $100,000 last year, but she and Berube 
have consulting arrangements in place with Viisage that pay them 
$125,000 each annually through 2012.

Lau has proven an impressive fund-raiser in her own right, 
but Viisage›s future is now in the hands of LaPenta, who seemingly 
can print money at will. Under his direction, Viisage is issuing 
$770 million in stock to e$ect the Identix merger, and LaPenta is 
promising more acquisitions.
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!e next logical target for LaPenta is eye-scanning technology -- 
might that company be Iridian Technologies Inc.? For two decades, 
Iridian dominated the iris scanning market, with its technology used 
in a test last year at Logan International Airport.

Iridian›s key patents are expiring, opening the "eld to 
competitors. From that perspective, it makes sense for the company 
to entrench its market position by widening its o$erings. LaPenta›s 
Mini L-3 -- or L-2 or L-1 -- may o$er the best opportunity to do so.

As LaPenta scans the market for acquisition candidates, Viisage›s 
in&uence in the company can only fade. Lau›s too, but give credit 
where credit is due -- she›s had a pretty good run.

Alexander Soule covers technology and can be reached at 
asoule@bizjournals.com.

Follow Your Favorites with My News
My News is a way to create a customized news feed based on 
companies and industries that matter to you.
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http://www.crocodyl.org/spies_for_hire/spectal_llc_l1_
identity_solutions

SPECTAL LLC $L#1 IDENTITY SOLUTIONS%

Spies For Hire

Author/Researcher

Tim Shorrock

Headquarters

1875 Campus Commons Drive, Suite 100, Reston, Virginia 20191

Principal Agencies

Central Intelligence Agency (CIA)

Unidentified government agencies

Top Executives

Ann Holcomb – president (former SpecTal vice president)

Ron Hammond – executive vice president

Ed Balint – executive vice president

Annual Revenue

Latest annual revenue: $47 million (2005), $60 million (2006). 
Note: Revenue not disclosed for later years, following SpecTal’s 
acquisition by L-1 Identity Solutions.

Intelligence Percent of Revenue

100% (estimate)
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Summary

SpecTal was founded by a group of former CIA officers in the late 
1990s to take advantage of a sudden spike in intelligence contracting 
during the last years of the Clinton administration. After 9/11, it 
found itself in high demand. SpecTal employs more than 325 people, 
most of whom are former CIA and defense intelligence officials (the 
company says its employees are veterans of the CIA, the Defense 
Intelligence Agency, the National Geospatial-Intelligence Agency, 
the National Reconnaissance Office, the FBI, the Department of 
State, and other federal agencies). Ninety-five percent of them have 
top-secret security clearances or higher. According to the company’s 
website, its staff includes the former chief of intelligence for the CIA 
Directorate of Operations and the former CIA deputy director for 
development of policies for collection, dissemination, and sharing 
of intelligence.

“After 9/11, SpecTal was there with the right experts at the 
right time and the right place,” VirginiaBusiness.com reported 
in 2006. [1] “Intelligence and federal law enforcement agencies 
needed to rapidly gear up to fight a global war on terrorism. 
Officials filled their gaps in expertise by turning to companies with 
the right blend of skills and resources. SpecTal fit the bill perfectly 
and quickly became a preferred vendor.” In 2006, SpecTal shot 
to #1 in VirginiaBusiness.com’s “Fantastic 50” annual list of the 
state›s fastest growing companies, with a 4002 percent increase in 
revenue between 2001 and 2006 (that’s four thousand percent, not 
four hundred!). It is now owned by L-1 Identity Solutions Inc., 
the biometric specialist and intelligence contractor run by defense 
investor Robert V. LaPenta.
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Corporate Information

HISTORY. SpecTal% was founded in 1999 by a husband 
and wife team, John and Louise Cross. It functioned “as a very 
small business providing consulting services to the intelligence 
community” until the couple decided to slow down in 2002. [2] 
!ey hired three executives from% Electronic Data Systems% (EDS 
- the data processing "rm once owned by Texas investor Ross 
Perot). !e new execs took the company into new areas, including 
participating as contractors in covert operations in Afghanistan. As 
part of the larger company%L-1 Identity Solutions, executives say, 
SpecTal will “enhance” L-1’s “product line” for counter-terrorism 
[3], for example, “assist[ing] with future development of the 
HIDE device. Produced by L1’s subsidiary,% Securimetrics, HIDE 
is used in Iraq by the U.S. government. !e mobile device captures 
biometric information and transmits it back to a database to verify 
a person’s identity. (Securimetrics on Aug. 10 [2006] received a $10 
million%DoDcontract for the devices.).”

SpecTal’s%website%reads like something out of a spy novel: “From 
the situation rooms of Washington, D.C., to the back alleys of the 
!ird World, SpecTal employees have devoted their lives to handling 
America’s most daunting security and intelligence challenges,” it 
states. SpecTal explains that it provides “a wide range of analytical, 
linguistic, technical, and other support to intelligence, defense, and 
law enforcement agencies. We can augment your team with proven 
and cleared personnel and/or provide specialized training to your 
current sta$. In many cases, we are veterans of your organization 
and understand your needs and organizational culture.”

In other words, many of its employees are former intelligence 
o#cers who go back as contractors to the same agencies they used 
to work. SpecTal emphasizes that it provides key expertise in the 
business and management of intelligence. It recently established 
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a% “SpecTal Center for Excellence in Intelligence Management 
(CEIM)”%to focus on training intelligence agents in disseminating 
information. “Our expert team has experience in multiple IC agencies 
crafting new intelligence dissemination procedures, training reports 
and requirements personnel, validating and vetting information and 
its sources, and ensuring the protection of sources and methods. 
!e CEIM is a company-wide resource that can be called upon to 
provide ad hoc consulting services or permanent sta#ng for any of 
our customers at any time.”

CorpWatch Analysis

SpecTal%was an interesting choice for%L-1. Prior to its acquisition, 
SpecTal was working closely with the CIA in Afghanistan on a 
number of classi"ed missions that George Tenet, as CIA director, 
was apparently quite familiar with. In November, 2006, several 
L-1 executives met with Tenet to discuss potential business in 
Afghanistan. During the course of that conversation, LaPenta told 
investors, Tenet urged L-1 to “call the SpecTal guys” because “they 
know everybody in every one of these ministries that you need to go 
talk to.” [4] Tenet is now an L-1 director. In May, 2007, L-1 picked 
up another intelligence contractor,%Advanced Concepts Inc.%(ACI), 
where 80 percent of the 300 employees have top-secret clearances. 
ACI, according to LaPenta, is a systems engineering "rm that, 
among other things, protects computer systems for the% National 
Security Agency, making it “a great compliment for SpecTal.” [5] By 
combining the two companies, LaPenta told analysts, he hoped that 
SpecTal might get some of its “training and analysis and ops people” 
hired at the NSA, and get work for ACI’s IT and systems people at 
the CIA.
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Recent Contracts/Events

In October 2006,% SpecTal% was acquired by% L-1% for $100 
million. SpecTal is now operating as an L-1 unit out of a 15,700 
square foot o#ce building it leased in Reston, Virginia, in a deal that 
expires in March 2012.

Sources

Primary sourcing for this pro"le came from Tim Shorrock,% ‹›Spies 
for Hire: !e Secret World of Intelligence Outsourcing››%(Simon & 
Schuster/2008) and from DIA and company press releases.

[1] “Government intelligence needs spur SpecTal to the head of 
the list,” VirginiaBusiness.com, May 2006.

[2]  “Government intelligence needs spur SpecTal to the head of 
the list,” VirginiaBusiness.com, May 2006.

[3]  “L1 to acquire SpecTal for $100m,” Security Systems News, 
Sept. 14, 2006.

[4] L-1 Identity Solutions, Inc., Analyst Meeting transcript, 
November 2, 2006.

[5]  L-1 Identity Solutions, Inc., Earnings Conference Call, May 9, 
2007 (available on the SEC website).

Email

info@spectal.com

Phone

+1-866-SPECTAL (773-2825), +1-703-860-6186

Website

http://www.spectal.com/index.htm
*SpiesforHire.org is not affiliated in any way with Simon & Schuster
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http://projects.washingtonpost.com/top-secret-america/
companies/spectal-llc/

SPECTAL LLC, AN L#1 
IDENTITY SOLUTIONS COMPANY

Company Web site

Top Secret Work

Number of Locations

1

Number Of Government Clients

9

Types Of Work (7)

• Counter-drug operations

• Intelligence analysis

• Law enforcement

• Nuclear operations

• Building and personal security

Specialized military operations

Technical intelligence
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http://dematerialisedid.com/bcsl/genealogy.html

THE GENEALOGY OF A BIOMETRICS COMPANY

by David Moss 
April 2008 

Updated June 2008

ID card bidders jostle for 
position

A host of companies, 
including the big IT services 
companies such as CSC, IBM, 
EDS, Accenture, BT and Fujitsu 
Services, are expected to bid for 
contracts to build the £1bn 
biometric identity card system.

!ese systems integrators 
are being asked to put together 
consortia of biometrics 
companies that can deliver 
every part of the programme, 
from initially storing people’s 
"ngerprint and facial details 
to manufacturing the cards 
and managing the database of 
biometric information.

!e biometrics companies 
that expected to play a key role 
include Sagem of France, Nec 
of Japan, LG of South Korea, 
Dermalog of Germany as well 
as US companies L-1 Identity 
Solutions, Motorola, Cogent 
and Cross Match ...

Siemens Business Services, 
which works with the Identity 
and Passport Service on 
biometric passports, is thought 
to be in a strong position to 
win work with the ID cards 
scheme. Similarly, L-1 Identity 
Solutions, which provides 
technology for e-passports, is 
thought to be in pole position ...

Financial Times, Maija Palmer, 
3 August 2007

If IPS keep to their timetable, biometrics contracts will soon be 
awarded for suppliers to the NIS. Who are these suppliers?
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!is is the family history of just one of the biometrics companies 
listed by the FT. !ere is a test at the end.

Once upon a time, there was a company called Visionics 
Corp. Visionics specialised in biometrics based on facial geometry. 
!eir product, FaceIt, could compare the image of someone’s face, 
caught on camera, with a database of stored images, at the rate of 
four million per minute, and identify that person whether or not he 
or she had grown a beard, started to wear glasses, gone bald, been 
photographed at an angle in poor light, etc ... At least, that’s what it 
said on the Visionics website.

!e Visionics website is no longer available.

According to% !e Times, whereas Visionics claimed 99.3% 
accuracy, when it was tested independently FaceIt actually managed 
to identify people only 51% of the time. !at was in November 
2003. A year earlier, the%New Scientist%reported the experience of 
Palm Beach International Airport in Florida when they tried to use 
FaceIt to clear recognised sta$ through security. It worked 47% of 
the time. !e airport would have done better to toss a coin.

!e same%New Scientist%article records also that, back in 1998, 
FaceIt was used in the London Borough of Newham to match images 
of people, caught by CCTV cameras in the street, to a database 
of known villains. FaceIt drove crime o$ the streets of Newham, it 
said on the now defunct Visionics website. !at›s not how the%New 
Scientist%tells it: «the police admitted to%!e Guardian%newspaper 
that the Newham system had never even matched the face of a 
person on the street to a photo in its database of known o$enders, 
let alone led to an arrest»*.

What with one thing and another, Visionics Corp. disappeared 
into Identix, Inc., a biometrics company specialising in "ngerprinting. 
And when% Atos Origin% organised the consortium to conduct the 
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UKPS biometrics enrolment trial in 2004, guess who they chose to 
supply the facial geometry and "ngerprinting systems.

!is time, FaceIt failed 31% of the time, with able-bodied 
participants in the trial, and 52% of the time with disabled 
participants, i.e. it was wrong more often than it was right. And the 
Identix "ngerprinting system failed 19% of the time with the able-
bodied and 20% with the disabled.

!e UKPS (now IPS) trial tested not only facial geometry and 
"ngerprinting biometrics, but alsoiris scanning. 10% of able-bodied 
participants could not even register their iris scan in the "rst place, 
using the system supplied by Iridian, let alone be subsequently 
matched/identi"ed. For the disabled, that "gure rose to 39%. In a 
national identity scheme based on iris scans, these people wouldn’t 
even exist, they would have no%electronic identity.

In December 2005, DVLA appointed% Viisage, another 
facial geometry biometrics specialist, to conduct a trial to see if 
their collection of photographs could be used to automate driver 
identi"cation. !e answer seems to be no, and nothing came of it.

Except that Viisage then merged with Identix, Inc., to 
form ...% L-1 Identity Solutions, Inc.% And L-1 Identity Solutions 
subsequently completed the family, when it bought ... Iridian.

With its vital statistics of 51-47-31-52-19-20-10-39, L-1 
Identity Solutions is described by theFT%as being in «pole position» 
to win the biometrics contract for the National Identity Scheme, a 
scheme on which the nation›s security could one day depend.

And they all lived biometrically ever after.

Question: why did the% Prime Minister% say, as he did on 17 
January 2008, that%biometrics%«will make it possible to securely link 
an individual to a unique identity»?
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!at’s where this article used to end but since then Naomi Klein 
has published ‘China’s All-Seeing Eye’ in%Rolling Stone%magazine.

On a trip to China, she met Yao Ruoguang, managing director of 
Pixel Solutions, «a Chinese company that specializes in producing ... 
new high-tech national ID cards, as well as selling facial-recognition 
software to businesses and government agencies». China is holding 
a competition among suppliers like Pixel to see who can best match 
photographs of people to a database of 10 million faces and Yao›s 
«secret weapon is that he will be using facial-recognition software 
purchased from L-1 Identity Solutions».

Given his secret weapon›s vital statistics, Yao doesn›t stand 
much chance of winning.

But that›s by the by. Naomi Klein makes a di$erent point.

Yao bought a licence to use the L-1 Identity Solutions biometrics 
systems. !e company have helped him to con"gure the systems 
so that Pixel can take part in the 10 million face test and Yao has 
promised to «pay L-1 a certain percentage of our sales».

All of which looks illegal,%prima facie, because it looks as if, 
since the 1989 Tiananmen Square massacre, the export of these 
goods and services from the US to China has been banned:

“When I put the L-1 scenario to the Commerce Department’s 
Bureau of Industry and Security – the division charged with enforcing 
the post-Tiananmen export controls – a representative says that 
software kits are subject to the sanctions if ‘they are exported from 
the U.S. or are the foreign direct product of a U.S.-origin item’. 
Based on both criteria, the software kit sold to Yao seems to fall 
within the ban.”

Which could account for the fact that China is not mentioned 
on the L-1 Identity Solutions website: “On its Website and in its 
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reports to investors, L-1 boasts of contracts and negotiations with 
governments from Panama and Saudi Arabia to Mexico and Turkey. 
China, however, is conspicuously absent. And though CEO Bob 
LaPenta makes reference to ‘some large international opportunities’, 
not once does he mention Pixel Solutions in Guangzhou.”

And which could account for the response from L-1 Identity 
Solutions when Naomi Klein "rst approached them: “We have 
nothing in China ... Nothing, absolutely nothing. We are uninvolved. 
We really don’t have any relationships at all”.

Question: can the UK government do business with L-1 Identity 
Solutions? Given that their products have a poor track record? And 
that they may be trading with China in contravention of US law?

* Has the technology improved since then? No. According to 
the% German Federal Criminal Police O#ce% in a report dated 17 
July 2007, the technology is «not advanced enough», «un"t to be 
deployed» and «not a suitable system for surveillance».

David Moss has spent five years campaigning against the Home 
Office›s ID card scheme.

© 2008 Business Consultancy Services Ltd

on behalf of Dematerialised ID Ltd
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http://axiomamuse.wordpress.com/2010/10/28/the-revolving-
door-that-never-stops-turning-look-whos- 

doing-your-biometrics-now/

AxXiom for Liberty
How  free  do  you  want  to  be?

Skip to content

Home

About

Axxiom On Radio-Listening Info

Axxiom’s 10 Rules For Activists To Live By

Real Id Reckoning *Update* Kaye Beach Legal Defense Fund

Sustainable Subversion
The Revolving Door That Never Stops Turning 
by Mark Lerner

Hint: He looks a lot like Skelator,% He’s been a powerful policy 
maker (co-authored the US-PATRIOT ACT)He is helping the TSA 
to see you naked% and now he’s taking the show on the road and 
teaming up internationally with a powerful Big Brother%
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Six years ago I started speaking out about a small company in 
Massachusetts called Viisage Technology.%  Not many people paid 
attention to what I had to say because the company was only a $50 
million company.% However, after a few quick steps that would rival 
anything you might "nd on any of the reality dancing shows on 
television Viisage has morphed into a billion dollar plus company.

I can provide a number of reasons you should care about L-1 
Identity Solutions, the company Viisage Technology transformed 
into.% I will start by mentioning that Louis Freeh (former Director of 
the FBI), Admiral Loy (former head of the Transportation Security 
Agency), George Tenet (former Director of the CIA), Frank Moss 
(former program manager for the State Department’s E-Passport 
program), and many others who previously held key positions in the 
federal government all joined Viisage/L-1 as members of the Board 
of Directors or as paid employees of Viisage/L-1.

It must be really sweet to sign o$ on contracts worth millions of 
dollars, tens of millions or more in fact and then turn right around 
and go on the payroll of the same company that you awarded the 
contracts to.% Sure, Tenet, Freeh and the others may not have had 
to sign the actual contracts but certainly they are responsible for 
knowing who the contracts went to when they were in charge of 
their respective agencies and departments.

L-1 dominates the state driver’s license business.%  L-1 also 
produces all passport cards, involved in the production of all 
passports, provides identi"cation documents for the Department of 
Defense and has contracts with nearly every intelligence agency in 
our government.% To a large extent it is fair to say that your personal 
information is L-1’s information.%  L-1 is the same company that 
thinks our political party a#liation should be on our driver’s license 
along with our race.% L-1 has a long history starting with its taking 
over Viisage Technology.%  It was a great sleight of hand, Viisage 
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morphing into L-1 while Viisage was under investigation by our 
government.

Viisage settled a class action lawsuit that alleged members of 
the Board of Directors sold stock in advance of what they knew 
what be a negative quarterly "nancial report.%  Viisage is the same 
company that had a state driver’s license contract voided by the 
Georgia State Supreme Court for misrepresentation.%  Perhaps you 
attended the Super Bowl in 2001 that was held at Raymond James 
Stadium in Tampa, Florida.%  !e Super Bowl that year is referred 
to as the “Snooper Bowl” because the fans that went to the game 
had their facial images captured and compared against facial images 
stored in law enforcement databases.%  You know all those cameras 
we see being put up in cities around our country.%  !ose cameras 
are not pointed at terrorists, they are pointed at you.% !rough the 
use of facial recognition technology, a biometric, your facial image 
can be captured by a camera and then compared to facial images 
stored in law enforcement databases and in Department of Motor 
Vehicle databases.%  If we hurry as a country we can catch up to 
where the British are at; the average person in London is captured 
by CCTV (Closed Circuit Television cameras/surveillance cameras) 
300 times a day. Better yet, we can do what the Chinese want to 
do; we can use CCTV and facial recognition technology to identify 
dissidents.% Chinese citizens can thank L-1 for thinking of them.% L-1 
is a company that supplied a Chinese citizen with facial recognition 
technology knowing that citizen was going to o$er the technology 
to the Red Chinese government for testing.

Wait a minute; stop the press!% We do not have to worry anymore 
about Viisage Technology or L-1.% You see L-1 is being sold to two 
European companies.% One of the companies is buying the division 
of L-1 that has contracts with nearly every intelligence agency in the 
United States government.% !e biometric and document credential 
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divisions are being sold to a French company named Safran.%  Just 
think about how happy you can feel now knowing that your personal 
information including your social security number and biometric 
information ("ngerprints, Iris scans and digital facial images) may 
soon be available to a French company.%  !e federal government 
must sign o$ on the deal before the deal can be sealed.%  All this 
brings us back to the topic of the revolving door that exists between 
government and corporations.
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http://www.uidai.gov.in/index.php?option=com_content&view=
article&id=177&Itemid=214

UIDAI HOME& &CONTRACTS AWARDED

Contracts Awarded

S.No. Agency Description Order Date

1 HCL Infosystems

Design, development, 
maintenance and support 
of Intranet and Knowledge 
Management portal

07-07-2011

2 M/s HP India Sales Pvt 
Ltd

Aadhaar Document Man-
agement service 07-06-2011

3 M/s Wipro Ltd. Deployment of 7 Project 
Managers 02-05-2011

4 M/s MAC Associates
Renovation/Remodelling 
of 9th Floor, UIDAI offi ce, 
Delhi

28-04-2011

5 M/S. Wipro Ltd

Supply, Installation, Com-
missioning for Hardware & 
Software for Data Centre at 
Bengaluru & NCR

29-03-2011

6 National Informatics 
Centre Services Inc. Purchase of 68 Blade Servers 08-03-2011

7 M/S. Wipro Ltd
Deployment of 32 Resource 
Personnel and Monitoring 
Tools

03-02-2011

8 Sagem Morpho Security 
Pvt. Ltd.

Purchase of Biometric Au-
thentication Devices 02-02-2011

9 Totem International Ltd Purchase of Biometric Au-
thentication Devices 02-02-2011

10 Linkwell Telesystems 
Pvt. Ltd.

Purchase of Biometric Au-
thentication Devices 02-02-2011
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11 Sai Infosystem (India) 
Ltd.

Purchase of Biometric Au-
thentication Devices 02-02-2011

12 Geodesic Ltd. Purchase of Biometric Au-
thentication Devices 02-02-2011

13 HCL Infosystems Ltd. Purchase of Biometric Au-
thentication Devices 02-02-2011

14 I D Solutions Purchase of Biometric Au-
thentication Devices 02-02-2011

15 NISG
Order for preparation of 
DPR for setting up of 
UBCC

31-01-2011

16 STQC
Hiring of Agency for Secu-
rity Audit of IT infrastruc-
ture at UIDAI

21-01-2011

17 Telsima Communica-
tion Pvt.Ltd

Hiring of space for UBCC 
at Bengaluru 27-01-2011

18 Wipro Limited
Hiring of Data Centre Space 
(2000 sqft) & Facilities for 
UIDAI at Delhi/NCR

23-12-2010

19

Aircel, Bharti Airtel Ltd, 
BSNL, RailTel Corpora-
tion of India Ltd, Reli-
ance Communications, 
Tata Communications

Piped Data Connectivity 29-11-2010

20 HCL Infosystems Ltd.
Disk Array Enclosures, 
SATA Disk Drives and Up-
grade Pair 4G FC Ports

29-11-2010

21 National Informatics 
Centre Services Inc.

Video Conferencing for 
UIDAI HQ & ROs 03-08-2010

22
Satyam Computer 
Services Ltd. (Mahindra 
Satyam)

Implementation of Biomet-
ric Solution for UIDAI 30-07-2010

23 L1 Identity Solutions 
Operating Company

Implementation of Biomet-
ric Solution for UIDAI 30-07-2010

24 Accenture Services Pvt. 
Ltd.

Implementation of Biomet-
ric Solution for UIDAI 30-7-2010

25 Percept H. Pvt. Ltd. 
(Media)

Advertising Agency for de-
signing Creative Content 01-07-2010
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26 Bharti Airtel Ltd.
Hiring & Data Center Space 
(2000 sq ft.) & facilities for 
UIDAI at Bangalore

25-06-2010

27 Intelenet Global Ser-
vices

Setting up and Operating 
Contact Centers for the 
UIDAI

15-6-2010

28 Tata Consultancy Ser-
vices Ltd.

Re-Design, Development, 
Maintenance and Support of 
UIDAI Web Portal

11-06-2010

29 National Informatics 
Centre Services Inc.

Purchase of Storage Systems 
for Data Centre 05-05-2010

30 Mindtree Ltd.
Application Software Devel-
opment, Maintenance and 
Support Agency for UIDAI

27-04-2010

31 National Informatics 
Centre Services Inc.

Purchase of Hardware for 
Data Centre 07-04-2010

32 National Informatics 
Centre Services Inco

Purchase of Blade Servers 
and Hardware for Data 
Centre

05-04-2010

33 Tata Consultancy Ser-
vices Ltd.

Purchase of Biometric 
Devices 10-03-2010

34 HCL Infosystems Ltd. Purchase of Biometric 
Devices 10-03-2010

35 Ernst & Young

Consultancy Services to 
UIDAI for Setting up of 
Central ID Data Repository 
(CIDR) and Selection of 
Managed Service 
Provider (MSP)

26-02-2010

36 4G Identity Solution 
Pvt. Ltd.

Purchase of Biometric 
Devices 24-02-2010

37 e-Smart Systems Pvt. 
Ltd.

Purchase of Biometric 
Devices 22-02-2010

38 Base Systems Pvt. Ltd. Purchase of Biometric 
Devices 22-02-2010
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http://www.klafterolsen.com/sett1.html

KLAFTER, OLSEN & LESSER LLP " ATTORNEYS 

COURT APPROVES $2.3 MILLION SETTLEMENT IN SECURITIES CLASS ACTION 
LAWSUIT AGAINST VIISAGE TECHNOLOGY, INC 

(NOW KNOWS AS L-1 IDENTITY SOLUTIONS, INC. - ID:NYSE)

On March 16, 2005, KO&L "led a securities fraud class 
action complaint against Viisage Technology, Inc. (“Viisage”) 
in the U.S. District Court for the District of Massachusetts. By 
order dated January 13, 2006, the Court appointed K&O clients 
as co-lead plainti$s, and KO&L as co-lead counsel, responsible 
for the prosecution of the action. On February 27, 2006, Lead 
Plainti$s "led their Consolidated Amended Complaint with the 
Court on behalf of purchases of Viisage publicly traded securities 
during the period from May 12, 2004 through March 2, 2005. 
 
!e Complaint alleges that Viisage, a provider of advanced 
technology identity solutions that enable governments, law 
enforcement agencies and businesses to enhance security, reduce 
identity theft and protect personal privacy, and the individual 
defendants violated the federal securities laws by, among other 
things, issuing press releases and/or signing documents "led with the 
Securities and Exchange Commission (the “SEC”), and/or making 
statements during conference calls with securities analysts, which 
contained materially false and misleading statements concerning: 
(1) litigation with which Viisage was involved in connection with 
a contract it had obtained with the Georgia Department of Motor 
Vehicle Safety (“DMVS”) to provide secure drivers licenses for the 
State (“the Georgia DMVS Litigation”); and (2) Viisage’s disclosure 
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controls and internal "nancial controls. !e Complaint further 
alleged that these materially false and misleading statements were 
made with knowledge of, or in reckless disregard of, the true facts. 
Lead Plainti$s asserted in the Complaint that, in connection with 
this alleged wrongdoing, Defendants violated Sections 11 and 15 
of the Securities Act of 1933 and Sections 10(b) (and Rule 10b-5 
promulgated thereunder) and 20(a) of the Securities Exchange Act 
of 1934, and caused damages to Lead Plainti$s and the members 
of the Class. By their Complaint, Lead Plainti$s sought money 
damages plus interest, costs and attorneys’ fees from Defendants. 
 
Defendants moved to dismiss the Complaint and following 
extensive brie"ng and oral argument, by Order dated February 
27, 2007, the Court granted the motion to dismiss Lead Plainti$s’ 
allegations concerning the Georgia litigation, but denied 
the motion to dismiss Lead Plainti$s’ allegations concerning 
Viisage’s disclosure controls and internal "nancial controls. 
 
Following that ruling and after extensive negotiations, the parties 
agreed, subject to Court approval, to settle the class action for $2.3 
million. By Order "led August 17, 2007, the Court has preliminarily 
approved the settlement, scheduled a Fairness Hearing to consider 
"nal approval of the proposed settlement, as well as a fee application 
by Lead Counsel and the proposed Plan of Allocation on November 
16, 2007. At the Fairness Hearing, the Court granted "nal approval 
of the proposed Settlement and Plan of Allocation, and also granted 
Lead Counsel’s fee application. !e details of the Settlement are set 
forth in the Notice of Pendency and Proposed Settlement of Class 
Action, Application for Attorneys’ Fees and Expenses and Fairness 
Hearing. In order to share in the settlement proceeds, you must 
submit a Proof of Claim Form so that it is received by the Claims 
Administrator no later than December 21, 2007.
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http://www.justice.gov/opa/pr/2011/September/11-civ-1167.html

Department of Justice

Office of Public Affairs

FOR IMMEDIATE RELEASE

Monday, September 12, 2011

ACCENTURE PAYS U.S. $63.675 MILLION TO 
SETTLE FALSE CLAIMS ACT ALLEGATIONS

WASHINGTON – Accenture LLP has agreed to pay the 
United States $63.675 million to resolve a whistleblower lawsuit, 
the Justice Department announced today.% % % !e lawsuit, "led in 
the U.S. District Court for the Eastern District of Arkansas, alleges 
that Accenture submitted or caused to be submitted false claims for 
payment under numerous contracts with agencies of the United 
States for information technology services.%%

Accenture has agreed to resolve allegations that it received 
kickbacks for its recommendations of hardware and software to 
the government, fraudulently in&ated prices and rigged bids in 
connection with federal information technology contracts.%%%%

“Kickbacks and bid rigging undermine the integrity of the 
federal procurement process,” said Tony West, Assistant Attorney 
General for the Justice Department’s Civil Division.%“At a time when 
we›re looking for ways to reduce our public spending, it is especially 
important to ensure that government contractors play by the rules 
and don’t waste precious taxpayer dollars.”
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“We strive each and every day to bring justice to the citizens of 
the Eastern District of Arkansas,” stated Christopher R. !yer, U.S. 
Attorney for the Eastern District of Arkansas.%%%%“Fraudulent business 
practices that steal hard earned and much needed tax dollars from 
appropriate use will not be tolerated.%%%%!e United States Attorney’s 
O#ce is committed to pursuing these cases to the full extent of the 
law.”

!e lawsuit was initially "led by Norman Rille and Neal 
Roberts under%the%qui tam%or whistleblower provisions of the federal 
False Claims Act, which permit private individuals, called “relators” 
to bring lawsuits on behalf of the United States and receive a portion 
of the proceeds of a settlement or judgment awarded against a 
defendant.%%%!e portion of the proceeds to be paid in this case has 
not yet been resolved.

“Companies pro"ting o$ the breach of their government 
contracts will pay,” said Brian D. Miller, General Services 
Administration Inspector General. %

!e case was handled by the Department of Justice’s Civil 
Division and the US Attorney’s O#ce for the Eastern District of 
Arkansas, with the assistance of the Defense Criminal Investigative 
Service and the O#ces of Inspector General of the Department 
of Energy, the Department of Education, Department of Treasury 
Tax Administration (TIGTA), General Services Administration, 
Department of State and Transportation Security Administration.

!e Justice Department’s total recoveries in False Claims Act 
cases since January 2009%are more than%$7.5 billion.


